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1 
Encryption

1.1  Introduction to Encryption

Encryption is a process of encoding a message so that its meaning is not obvious. An encrypted communication protects the secrecy of the data, even when it is intercepted. Encryption is a very important component in a secure computer environment. However a weak encryption creates only a false sense of security. Therefore, it is important to understand the limitations of the encryption algorithm being used. The reverse process of encryption is called decryption. 

1.1.1 Basic Terminology

Plaintext: It is the original message, the one to be encrypted.

Encryption algorithm: It is the algorithm use to encrypt the plaintext.

Ciphertext: It is the encrypted message.

1.1.2 Basic Block Diagram

The sender encrypts the plaintext for secure transmission, using the encryption algorithm, sending the ciphertext. At the other end the recipient receives the ciphertext and recovers the original plaintext, using the decryption algorithm. The basic block diagram is shown in Fig. 1.1.
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Figure 1‑1
Basic encryption block diagram.

1.1.3  Encryption and Decryption Key

The use of a key provides additional security. In key encrypted systems the encryption algorithm uses the key so that the ciphertext depends on both, the plaintext and the key. See Fig. 1.2. A key allows different encryptions of one plaintext just by changing the key.
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Figure 1‑2
Encryption with key

1.1.4  Symmetric Cryptosystem

Symmetric cipher models use the same key for encryption and decryption. Both, the sender and the recipient must keep secret the shared key. See Fig. 1.3.
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Figure 1‑3
Symmetric encryption.
1.1.5  Asymmetric Cryptosystems

Asymmetric cipher models use two keys, as shown in Fig. 1.4. One of the keys is public, while the other must be kept secret. The sender encrypts the plaintext using the recipient public key. The recipient decrypts the plaintext using his own secret key.
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Figure 1‑4
Asymmetric encryption.
1.2 The Advance Encryption Standard (AES)

1.2.1  Introduction

The National Institute of Standards and Technology issued a call for proposals for a new Encryption Standard, which should replace the latest version of DES (Data Encryption Standard), the current encryption standard, 3DES. The five finalists [1] are mention in Table 4.1. Eventually the winner was the Rijndael algorithm. However, all these finalists are found in many security applications.

1.2.2  Rijndael: The Selected AES Algorithm

NIST selected Rijndael as the algorithm for the AES. This standard was published in 2001 [2] and is supposed to be the standard to replace 3DES in the future because of its superior security strength and efficiency.

Table 1.1
Finalists for AES [11].
	Algorithm 
	Submitter

	Rijndael
	J. Daimen, V. Rijmen

	MARS
	IBM

	RC6
	RSA Laboratories

	Serpent
	R. Anderson, E. Bikam, L. Knudsen

	Twofish
	B. Scheier, J. Kelsey, D. Whiting, D. Wagner, C. Hall, N. Ferguson.


1.2.3  NIST Evaluation of Rijndael

· It has no known security attacks.
· It can be implemented very well in different platforms, including 8-bit and 64-bit platforms, and DSP.
· In general, very well sited for restricted space environments. It has low RAM and ROM requirements.
· It has the highest throughput of any of the finalist for feedback modes and the second highest for non-feedback modes.
· It is suitable in implementations that defend against power and timing attacks.
1.2.4  AES Parameters

The block length is always 128 bits. The key size can be 128, 192 and 256 bits. The number of rounds employed in the encryption and the expanded key size depend on the chosen key size, as shown in Table 1.2 [2].

These parameters depends on the length of the key, being 128-bits the shortest, which is consider safe for today’s technology. Although the block size remains the same, the number of rounds increases with a longer key size.

Table 1.2
AES parameters
	Key size (bits)
	128
	192
	256

	Block size (bits)
	128
	128
	128

	Number of rounds
	10
	12
	14

	Round key size (bits)
	128
	128
	128

	Expanded key size (bytes)
	176
	208
	240


1.2.5  AES Structure 

The encryption begins with an XOR operation between the plaintext box and the key. After that, follows 10 rounds for 128-bit key AES encryption. Any other key size may affect the size of the other parameters, according to Table 1.2. Each round consist of permutation and substitutions, and encryption, as shown in Fig. 1.5. The decryption procedure is almost on reverse to get the plaintext.

The original key will be expanded using an algorithm, given by the standard, to encrypt each round with a different key. These same round keys will be used on decryption, but in reverse order. For security reasons, a key is used in the first and the last step in the encryption and decryption. This will guarantee end-to-end protection. More details are given in the following paragraphs.

The architecture looks simpler than the one employed for DES, but the combination of his blocks makes this cipher strong and simple.

The decryption architecture is basically the reverse of the encryption architecture. Notice the same key is used, a requirement for symmetric encryption systems.
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Figure 1‑5
Encryption and decryption AES structure.
1.2.6 Terminology

Block

Stream Cryptographic system encrypts the plaintext symbol by symbol. They take one symbol and coverts it immediately to one symbol of plaintext. Rijndael is a block cipher that takes one block of plaintext at a time to obtain one block of ciphertext. 

Round

Rijndael perform a set of substitutions, permutations, and XOR encryptions with part of the extended key in order to gain confusion, diffusion and nonlinearity, and encryption. This is called a round. In order to improve security, many rounds are repeated using different parts of the extended key. 

Round Key

Every round is XOR encrypted with part of the extended key. This part of the extended key is called the round key. In Rijndael, each of the round keys is different, but they all have the same size. 

Expanded Key Size

The original key is expanded in order to get a different round key per round. 

Substitution

Substitution is the replacement of one symbol by another. In this process the initial position of the symbol is preserved.

If initially: 
ab

and
 a(x

Then
ab(xb

The character “a” is substituted by “x,” but remains before the character “b”.

Permutation

Permutation changes the position of the symbol in a group of symbols.

If the symbol change position to the right:

abc(cab

Cipher Round

Rijndael uses one stage of permutation and three stages of substitution, as already shown in Fig. 4.5

1.2.7 Add Round Key Transformation

In this transformation, the block is bitwise XOR with the round key, which is different for each round. It can be seen as a column-wise operation between the 4 bytes of the block and a word, four bytes, of the key. Fig. 1.6 is an example of this transformation. In this example, for the top left corner, 3116 = a316 ( 9216. the same operation is done for all bytes of the state.
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Figure 1‑6
The addRoundKey transformation

1.2.8  Bytes Substitution Transformation

The bytes of the block are substituted according to an S-box. Every byte of the block will be substituted by one value of the S-box. This S-box contains every possible value that an 8-bit byte may have. See Table 1.3.

Table 1.3
S-Box.
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The leftmost 4-bits of the bytes gives the x-coordinate and the rightmost gives the y-coordinate. The transformation is shown in Fig. 1.7.
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Figure 1‑7
S-box byte substitution.
1.2.9 Shift Row Transformation

This transformation leaves the first row of the block intact, the second row is one-byte left circular rotated, the third row is two-byte left circular rotated and the fourth row is three-byte left circular rotated, as shown in Fig. 1.8.
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The Round Key values are taken from the Key Expansion example in Appendix A.

Round Start of After After After Round Key

Number Round SubBytes ShiftRows MixColumns Value
32(88(31|e0 2b|28|ab |09
43|5a|31 |37 Te|ae|f7|cf

input ® =
£6(30(98|07 15|d2|15|4f
a8 |(8d|a2 |34 \ 16 a6(88|3c

19(a0|9a|e9 d4|e0 b8 |le d4|e0|b8|le 04/e0|48|28 a0(88(23|2a

3d|f4|c6|f8 27 |bf|b4 |41 bf b4 4127 66|cb|£8(06 fa|54|a3|6c

e3|e2|8d(48 11|98|5d|52 5d(52(11/98 81/19(d3 |26 fe|2c|39(76

a4|68|6b|02 49|45|7£|77 49|45|7£|77 58(1b|db|1b £2|7a|59|73

9c|9f|5b|6a de|db|39|02 db|39|02|de 4d{4b|e7|6b c2|96|35|59

7£(35|ea|50 d2|96|87|53 87(53|d2|96 ca|5a|ca|b0 95|b9 |80 |£6

£2(2b (4349 89 (flfla(3b 3b(89 fl|la fllac|a8|e5 £2(43|7a|7£f

aa|61|82(68 ac|ef|13|45 ac|ef|13|45 75{20 |53 |bb 3d |47 |1le|6d

8f|dd|d2 (32 73|cl|b5|23 cl|b5|23|73 ec|0b|c0|25 80(16(23|7a

5f|e3|4a|46 cf|11/d6|5a dé|5a|cf |1l 0963 |cf|do 47 fe(7e|88

03fef|d2|9a 7b|df b5 |b8 b8 |7b|df (b5 93(33|7¢c|dc 7d{3e[44|3b

48/67|44d|d6 52|85|e3|f6 52|85|e3|f6 0f (60| 6£|5e ef|a8|b6 |db

6c(1d|e3|5£ 50(a4|1l|cf a4|11|cf|50 d6|31|c0 (b3 44|52|71|0b

4e|9d|bl|58 2f(5e|c8|6a c8|6a|2f|5e da|38|10(13 a5|5b|25|ad

ee(0d|38|e7 28(d7|07 |94 9428|4707 a9 |bf|6b|01 41|7£(3b|00
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e8(c0|50|01 9b|ba(53|7c 7c|9b ba|53 ad|68|8e|b0 £887 |bc |be
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Figure 1‑8
Shift row transformation.

1.2.10  Mix Column Transformation

This transformation uses the concept of matrix multiplication. Every block has to be multiplied by the matrix given by the AES. In the MATLAB implementation the constant matrix will be called poly_mat. See Fig. 1.9.
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Figure 1‑9
Mix column transformation.
The matrix operations are performed in GF (28). The addition and multiplication of bytes in GF are similar to usual operation with the difference that their results always are one byte size. 

The result of this transformation is another block whose elements is a function of all four bytes of the original block.

1.2.11  AES Key Expansion

The AES provides the pseudo code for the key expansion. The pseudo code provides a sequence of shifts and XORs to generate a round key. The original key will expand to provide a different key for each round. So if the key is 128-bits, then the numbers of rounds are 10, as already showed in Table 4.2. The expanded key the will consist of the original 128-bits key plus 10 128-bits blocks that will be generated following the pseudo code provide by the AES and the original key. The original key will be used first to XOR the plaintext and then one of the other 10 round-keys generated will be used in each round. See Fig. 1.5, shown on page 11.

2 Advanced Encryption Standard VHDL Implementation

2.1 Block Diagram

The main idea of this implementation is to execute sequentially the four basic processes (add_round key, bytes substitution, shift_rows and mix_columns) previously described.  The simulation begins routing to the plaintext to a temp matrix and subsequently performing the add_round_key function. The result of this function will be manipulated by next function bytes substitution. The other two functions are performed in the same fashion. Ten (10) rounds of the 4 functions each will be performed to obtain the final result cyphertext., The clocks will synchronize the whole process. The process_selector_key chooses the correct sequence of the processes. See Fig.2.1.
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Figure 2‑1 
Project block diagram

2.2 VHDL Implementation

2.2.1 Load_process Implementation

The load process will select the input of the add​_round_key process. At the beginning of the encryption is the plaintext. After the first round it will feedback the mix_column output to loop the processes ten times as mandated by the standard. See Listing 2.1.

[image: image13.png]loading_temp: process (rst,clk)

begin
if rst = '1' then

matrix_temp <= plaintext:

elsif ({{clk'event and clk = '1') and en="10007)) then

natrix_temp
ena if;
end process loading_temp:

mix_columns (matrix_shift_rows):





Listing 2.1 
Loading process

2.2.2 Counter_2bits

This is a counter of four: 0 to 3, and is used to point any of the four processes of a round. It will stop counting when the ten round is completed, that is when count_clr is “1001”. See Listing 2.2.

[image: image14.png]counter_4bits: process (clk, rst.

begin
if rst = '1' then
count <= "007;
elsif clk'event and clk = '1' then
if count_round <= "1001" then
if count elr = '1' then
Gount
else
count
end if;

ena if;
ena if;
end process counter_shits:





Listing 2.2
Counter process

2.2.3 Process_sel Implementation

This process will select which one of the four processes is executing during a round. It provides an enable signal for each process. In this way, although all processes are done at same time in VHDL, only the one with its enable signal at on will be executed in hardware. See Listing 2.3.


[image: image15.png]-- to select
process_sel:

begin
if rst = ‘00
when
when
when
when
when
end o
else
en <=
ena if;

end process p

the process
process (rst,count, count_clr

and count_elr = '0' then
count is

7007 => en <= "00017;
7017 => en <= "0D107;
10" => en <= "0100"
"11n => en <= 10007
others => en <= "0000";
00007 ;

rocess sel;





Listing 2.3
Selection process
2.2.4 Counter_round Implementation

This process will count the rounds so that the encryption can be stopped at the 10th round. See Listing 2.4.

 
[image: image16.png]counter_round: process (clk_round, rst)

begin

end process counter_roun

if rst = '1' then
count_round <= "0000";

elsif clk round'event and clk round = '0' then
if count_r_elr = '1' then

Gount_round <= "0000"
elsif count_r_elr = '0'then
count_round <= count_round + ©;
ena if;
ena if;






Listing 2.4
Counter_round process
2.2.5 Add_round_process Implementation

This process will add the key rounds during encryption using an XOR. The key that is used is different on each round and will be provided by another process. The function is only executed if the clock is rising and the enable signal is “0001”. See Listing 2.5.a and Listing 2.5.b


[image: image17.png]process( clk)

add_round key_proces:
begin

if rst= '1' then
- matrix_temp <= plaintext;

elsif ({(clk'event and clk = '1') and en="00017)) then

matrix_add_round key <= add_round key| matrix_temp,round key):

ena if;
end process add_round _key_process:





Listing 2.5.a
Add_round_process


[image: image18.png]function add round key (matrix_temp, watrix_key 1 : matrix_1
return watrix i is

varisble matrix_add round key: metrix_1

begin
for 1 in o downto O loop
for 5 in o downto O loop
watrix_add round key(i,)

matrix_temp(i,]) xor matrix_key_i(i,3)

end loop;
end loop;

return (mavrix_add_round_key)

end add_round key;





Listing 2.5.b
Add_round_key function

2.2.6 Sub_bytes_process Implementation

This process uses the S-box given by the standard for the substitution part of the encryption, as explain in paragraph 1.1.11. The enable signal that executes the function is “0010”. See Listing 2.6.a and Listing 2.6.b.


[image: image19.png]sub_bytes_process: process(clk)
negin
it rst- 110 them
matrix_suh bytes <= matrix_zero;

elsif ((clk'event and clk = '1') and en="00107) then
matrix_sub_bytes <= sub_bytes [(matrix_add_round_key, s_box):
ena if;

end process sub_bytes_process;





Listing 2.6.a
Sub_bytes process

[image: image20.png]function sub_bytes (matrix_sdd_round Key : macrix_1;
5 box: watrix_2) return matrix_1 is

varisble k, h: bit_vestor (- downto 0):

varisble r, q: integer ramge O to

varisble temp: data_word:

varishle matrix_sub bytes: watrix_i;
begin

for 1 in 0 to o loop
for 3 in 0 to I loop

temp := matrix_add_round key (1,31:
(temp(7), Temp (], temp (%), cemp (]) ;
(temp(©), temp (7], temp (1), cemp (0]) 2

binzint (k) ;
binzint (B):
matrix_sub_bytes(i, 3] i= s_box(r,q);
end loop:
end loop:
return (matrix_sub_bytes):
end sub_bytes:






Listing 2.6.b
Sub_bytes function

2.2.7 Shift_rows_process Implementation

This process is done when the enable signal is “0100”. The process shift the rows of the input as explained in paragraph 1.29. See Listing 2.7.a and 2.7.b.


[image: image21.png]shift_rows process: process(clk)

begin
if rst= '1' then
matrix_shift_rows <= matrix_zerc;
elsif ({clk'event and clk = '1') and en="01007) then
matrix_shift_rows <= shift_rows (macrix_suh_bytes):

ena if;
end process shift_rows pracess:






Listing 2.7.a
Shift_rows process.


[image: image22.png]function shift_rows ( a : watrix_1) return matrix_1 is
varisble matrix_shift_rows : matrix_i;

begin

matrix_shift_rows:= ((a(,0), a(’, 1), all,”), a(l,7)],
(Al 0, ath,2), at, ), a0,
(al2,), at, o), als,0, ats, i),
(Al 0, a0, ats, 0, aln
return matrix_shift_rovs;

end shift_rows;






Listing 2.7.b
Shift_rows function

2.2.8 Mix_columns_process Implementation

.See Listing 2.8.a , Listing 2.8.b and Listing 2.8.c for the hardest part of the AES code.


[image: image23.png]mix_columns_process: process (clk)

begin
if rst= '1' then
matrix_mix_colunns <= matrix_zero;
elsit ({(clk'event and clk = '1') and en="1000"]) then

matrix_mix_columns <= mix_colums (natrix_shift_rows):

ena if;
end process mix_colums_process:






Listing 2.8.a
Mix_column process.


[image: image24.png]function mix_columns (matrix_shift_rows: matrix_1]
return matrix 1 is

wvarishle matrix_mix_columns : matrix_1;

variable transform mAtrix i matrix_

variable temp_1,temp_2, temp_1 1 : data_word:
variable medulo : bit vector ¢ downto 0):
begin

transform matrix

((x027, Xr03", XMOLY, X"O1M),
(x701%, X"02", X037, X"01"Y,
(%7017, X"017, X027, X"03"),
(%7037, %7017, X017, X"02"1);
modulo := "1000110117;

for i in 0 to o loop

for 5 in 0 to 7 loop

temp_2:= x7007;
for £ in 0 to o loop
emp_1

Po1y_mult (transform matrix(i,r),matrix_shift_rous(r,3) ,medulo] ;

temp 2 t= temp 2 xor temp_1;
end Toop;
matEix_mix_colums (1,3):= temp_2;
end loop;
end loop;

return rwatrix_wix_colums;
end mix_columns;





Listing 2.8.b
Mix_matric function

[image: image25.png]function poly mult( byce_s, byte b : data_word
moduls : bit_vector (- downco © )]
return data_vord is

variable mult : data_vord

varisble mult_16 : bit_vestor (15 downto

varisble b_shift, b_shift 2z : bit_vector (.- downto

varisble modulo_shift, medulo_shiff 2 ¢ bit_vector

begin

mule_1

"0000000000000000"
b_shift:= "000000000000000D";
modulo_shift := "000000D00DO0D0OD";
for r in 0 to 7 loop

b_shife (x]
end loop:
for r in 0 to o loop

modulo_shift (r}
end loop;
for i in 0 to 7 loop

if byte_ a(i)='1' then

b_shift 2 := sll_15{b_shift, i) ;

mult_167= mult_16 xor b_shift_2;

byte bir);

modulo (r) ;

ena if;
end loop:
for 1 in 1% downto © loop
if mult_16(i) = '1' then
modulo_shift 2
malt_16

mult_16 xor modulo_shift_2;
ena if;

end loop:

for 1 in 0 to 7 loop

mult (i) i= mule_16(1);

end loop:

return (mule) ;

end poly_mult;

downto

511 15((modulo_shift), (i-71):





Listing 2.8.c
Poly_mylt function

2.2.9 Ciphertext Implementation

Performs the end of the process, that is when count_round is “1001”. See Listing 
[image: image26.png]ciphertext_process: process(clk)
begin
if rst= '1' then
ciphertext <= matrix_zero;

elsif ((((elk'event and clk = '1')and count_round = "1001%) )] then
ciphertext <= add_round key( matrix_shift_rows, matrix_key_10};
ena if;

ena process;




Listing 2.9
Ciphertext process

3 Project Results
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Figure 3‑1
Round 1
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Figure 3‑2
Round 2
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Figure 3‑3
Round 3


[image: image30.png]n

n

n

n

A
T
T
Tl
A
T
T
Tl
A
T
T
A
A
T
T
A
A
T
T
A

o (] il il (0}

(]

0T 0700

i {367 40, D51 (L1 E35F) UE 90 BT SO EE QOBET] |

i i
Gacidzeg {Ugerapbs | i i i i i
(60D 232 {BCTD eSS | T T T 1 1
(GrE3dads  [ESDBIS | T T T 1 1

(GEFO23) [EEODaRETI | 1 1 1 [ [

i i i {152 85 £3 P61 (50 A8 11 CFI (25 o CB 64 (2807 07 941,
GCEF 38| 1 lEZe5E3Fs | 1 I 1
(3CiEs2 | 1 [E0ALTIF | 1
{CFiios58) | 1 [FSECakar | 1
(7B DF 8588 | 1 TS — 1
(AL EF 13451 (0185 23731 06 5.CF 11} 6876 DF 6511 | 1
ACEF 138 | I 1 1 [EZE5E3Fe
(CiB52373 | 1 1 1 TiAdT1 CFs)
(DB 5 CFT1] | 1 1 1 CaBA ZF
(G378 0FB5] | T 1 1 194 28 D7 071 1
(75 20 53 88} {EC 0B C0 251 103 63 CF 00 {53 34 7C OCIL | I I [
(752053881 | 1 1 1 1 1 {0 B0 5
ECBC0%5] | 1 1 1 1 1 106 31 083,
(@e3CF00 | 1 1 1 1 1 108 1013}
(3337000 | T 1 1 1 1 1S BF B0}
{00 00 00 00} {00 00 00 D0} {30 00 00 00} (00 00 000011 | [ [ [
{ooo0on00 | [ I I i i
I I
I I
T T
i i

fonooonoo) | T T i
fonooonoo) | T T i
T T T T
T T T T

i i
I I
I I
oo 000} I I





Figure 3‑4
Round 4
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Figure 3‑5
Round 5
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Figure 3‑6
Round 6
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Figure 3‑7
Round 7
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Figure 3‑8
Round 8
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Figure 3‑9
Round 9
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Figure 3‑10
Round 10

3.1 Timing Considerations

The start signal loads the plaintext, beginning the process. At the next clock begins the first round. During the round the load for the loops is made until it does ten rounds. See next page 
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4 Conclusions of Project 1 

VHDL implementations can be performed in different ways, all of them with the same practical result but substantially different by the hardware they are requiring. Particularly, the use of signals or variables has a large impact in the simulated result and in some cases all duties can be simulated in less than one clock period.

By the present time, the whole code is fully functional and simulates successfully. However, this fact does not assure that synthesis and hardware implementations can be realized. As a matter of fact, once we try to synthesize our code, we got some errors from the Synthesis tool (Leonardo spectrum). This suggests that some modification need to be done from our original VHDL code. Actually, synthesis and hardware implementations are the targets of the second part of this semester project. 
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Apendices for Project 1

Cipher Example 

See [2]


5.1 Simulation Code

library ieee;

use ieee.std_logic_1164.all;

use ieee.numeric_std.all;

use ieee.std_logic_unsigned.all; 

--use ieee.std_logic_signed.all;

use ieee.std_logic_misc.all;

use ieee.numeric_std.all;

use ieee.std_logic_arith.all;

use ieee.std_logic_textio.all;

use ieee.vital_primitives.all;

use ieee.math_real.all;

use work.io_utils.all;

--use ieee.std_logic_unsigned.all;

entity encryption_7 is port (


 clk, rst: 
in std_logic);


--
 plaintext:
in matrix_1;


--
 ciphertext:
out matrix_1);


end encryption_7;

architecture encryption_7 of encryption_7 is

type data_word is array (7 downto 0) of bit;

type matrix_1 is array ( 0 to 3,  0 to 3) of data_word;

type matrix_2 is array (15 downto 0,  15 downto 0) of data_word;

type matrix_3 is array (0 to 10) of matrix_1;

------------------------------------------------


function bin2int(my_vector: bit_vector(3 downto 0)) return integer is


variable result, abit: integer :=0;


begin


for z in 0 to 3 loop



if (my_vector(z)='1') then




abit := 2**(z);




else




abit :=0;



end if;



result := result + abit;


end loop;


return (result);


end bin2int;

----------------------------------


function sll(vector_in : bit_vector(7 downto 0); n: integer) return bit_vector is


variable vector_out: bit_vector(7 downto 0);


begin


for i in 7 downto 0 loop


if i-n >= 0 then


vector_out(i) := vector_in (i-n);


else


vector_out(i) := '0';


end if;


end loop;


return vector_out;


end sll;

-------------------------------------


function sll_8(vector_in : bit_vector(8 downto 0); n: integer) return bit_vector is


variable vector_out: bit_vector(8 downto 0);


begin


for i in 8 downto 0 loop


if i-n >= 0 then


vector_out(i) := vector_in (i-n);


else


vector_out(i) := '0';


end if;


end loop;


return vector_out;


end sll_8;

-------------------------------------------



function sll_15(vector_in : bit_vector(15 downto 0); n: integer) return bit_vector is


variable vector_out: bit_vector(15 downto 0);


begin


for i in 15 downto 0 loop


if i-n >= 0 then


vector_out(i) := vector_in (i-n);


else


vector_out(i) := '0';


end if;


end loop;


return vector_out;


end sll_15;

-----------------------------------------------------


function poly_mult( byte_a, byte_b : data_word; 



modulo : bit_vector (8 downto 0 ))



return data_word is


variable mult : data_word;


variable mult_16 : bit_vector (15 downto 0 );


variable b_shift, b_shift_2  : bit_vector (15 downto 0);


variable modulo_shift, modulo_shift_2 : bit_vector (15 downto 0);


begin


mult_16:= "0000000000000000";


b_shift:= "0000000000000000";


modulo_shift := "0000000000000000";


for r in 0 to 7 loop



b_shift(r) := byte_b(r);


end loop;

 
for r in 0 to 8 loop




modulo_shift (r) := modulo(r);


end loop;


for i in 0 to 7 loop



if byte_a(i)='1' then




b_shift_2 := sll_15(b_shift, i) ;




mult_16:= mult_16 xor b_shift_2;



end if;


end loop;


for i in 15 downto 8 loop



if mult_16(i) = '1' then




modulo_shift_2 := sll_15((modulo_shift),(i-8));




mult_16 := mult_16 xor modulo_shift_2;



end if;


end loop;


for i in 0 to 7 loop


mult(i) := mult_16(i);


end loop;


return(mult);


end poly_mult;

---------------------------------------------------------



function add_round_key(matrix_temp, matrix_key_1 : matrix_1)return matrix_1 is


variable  matrix_add_round_key: matrix_1;


begin



for i in 3 downto 0 loop



for j in 3 downto 0
loop







matrix_add_round_key(i,j) := matrix_temp(i,j) xor matrix_key_1(i,j);



end loop;



end loop;


return(matrix_add_round_key);


end add_round_key;

-------------------------------------------------------------------
 


function sub_bytes(matrix_add_round_key : matrix_1;


s_box: matrix_2) return matrix_1 is


variable k, h: bit_vector (3 downto 0);


variable r, q: integer range 0 to 15 ;


variable temp: data_word;


variable matrix_sub_bytes: matrix_1;

 
begin



for i in 0 to 3 loop



for j in 0 to 3
loop




temp := matrix_add_round_key (i,j);




k := (temp(7),temp(6),temp(5),temp(4));




h := (temp(3),temp(2),temp(1),temp(0));




r := bin2int(k);




q := bin2int(h);





matrix_sub_bytes(i,j) := s_box(r,q);



end loop;



end loop;


return (matrix_sub_bytes);


end sub_bytes; 

------------------------------------------------------------



function shift_rows ( a
: matrix_1) return matrix_1 is


variable  matrix_shift_rows : matrix_1;


begin


matrix_shift_rows:= ((a(0,0), a(0,1), a(0,2),  a(0,3)),




     (a(1,1), a(1,2), a(1,3),  a(1,0)),




     (a(2,2), a(2,3), a(2,0),  a(2,1)),




     (a(3,3), a(3,0), a(3,1),  a(3,2)));


return matrix_shift_rows;


end shift_rows;

-----------------------------------------------------------


function mix_columns (matrix_shift_rows: matrix_1)



 return matrix_1 is


variable matrix_mix_columns
: matrix_1; 


variable transform_matrix : matrix_1;


variable temp_1,temp_2, temp_1_1 :  data_word;


variable modulo :  bit_vector (8 downto 0);


begin


transform_matrix := ((X"02", X"03", X"01", X"01"),




     (X"01", X"02", X"03", X"01"),




     (X"01", X"01", X"02", X"03"),




     (X"03", X"01", X"01", X"02"));


modulo := "100011011";


for i in 0 to 3 loop


for j in 0 to 3 loop


temp_2:= x"00";


for r in 0 to 3 loop


temp_1 :=


 poly_mult(transform_matrix(i,r),matrix_shift_rows(r,j),modulo);




temp_2 := temp_2 xor temp_1;




end loop;


matrix_mix_columns(i,j):= temp_2;


end loop;


end loop;


return matrix_mix_columns;


end mix_columns;

-------------------------------------------------

signal temp: data_word :="00000000";

signal k, h: bit_vector (3 downto 0);

signal r, q: integer range 0 to 15 ;

signal t: integer range 0 to 10:=0; 

signal s_box: matrix_2;

signal matrix_key_0, matrix_key_1, matrix_key_2,matrix_key_3, matrix_key_4,matrix_key_5, matrix_key_6,matrix_key_7, matrix_key_8,matrix_key_9,matrix_key_10 : matrix_1;

signal round_key: matrix_1;

signal matrix_temp:  matrix_1;

signal matrix_add_round_key, matrix_shift_rows, matrix_sub_bytes, matrix_mix_columns: matrix_1;

signal plaintext, ciphertext: matrix_1;

signal matrix_zero: matrix_1;

signal matrix_key: matrix_3;

signal count: std_logic_vector(1 downto 0);

signal count_round: std_logic_vector(3 downto 0);

signal count_clr: std_logic;

signal count_r_clr: std_logic;

signal en: std_logic_vector(3 downto 0);

signal clk_round: std_logic;


begin

--matrix_temp <= plaintext;


plaintext <= ((X"32", X"88", X"31", X"e0"),


      (X"43", X"5a", X"31", X"37"),


      (X"f6", X"30", X"98", X"07"),


      (X"a8", X"8d", X"a2", X"34"));

matrix_key_0 <= ((X"2b", X"28", X"ab", X"09"),


         (X"7e", X"ae", X"f7", X"cf"),


         (X"15", X"d2", X"15", X"4f"),


         (X"16", X"a6", X"88", X"3c"));

matrix_key_1 <= ((X"a0", X"88", X"23", X"2a"),


         (X"fa", X"54", X"a3", X"6c"),


         (X"fe", X"2c", X"39", X"76"),


         (X"17", X"b1", X"39", X"05"));

matrix_key_2 <= ((X"f2", X"7a", X"59", X"73"),


         (X"c2", X"96", X"35", X"59"),


         (X"95", X"b9", X"80", X"f6"),


         (X"f2", X"43", X"7a", X"7f"));

matrix_key_3 <= ((X"3d", X"47", X"1e", X"6d"),


         (X"80", X"16", X"23", X"7a"),


         (X"47", X"fe", X"7e", X"88"),


         (X"7d", X"3e", X"44", X"3b"));
         

matrix_key_4 <= ((X"ef", X"a8", X"b6", X"db"),


         (X"44", X"52", X"71", X"0b"),


         (X"a5", X"5b", X"25", X"ad"),


         (X"41", X"7f", X"3b", X"00"));

matrix_key_5 <= ((X"d4", X"7c", X"ca", X"11"),


         (X"d1", X"83", X"f2", X"f9"),


         (X"c6", X"9d", X"b8", X"15"),


         (X"f8", X"87", X"bc", X"bc"));

matrix_key_6 <= ((X"6d", X"11", X"db", X"ca"),


         (X"88", X"0b", X"f9", X"00"),


         (X"a3", X"3e", X"86", X"93"),


         (X"7a", X"fd", X"41", X"fd"));

matrix_key_7 <= ((X"4e", X"5f", X"84", X"4e"),


         (X"54", X"5f", X"a6", X"a6"),


         (X"f7", X"c9", X"4f", X"dc"),


         (X"0e", X"f3", X"b2", X"4f"));

matrix_key_8 <= ((X"ea", X"b5", X"31", X"7f"),


         (X"d2", X"8d", X"2b", X"8d"),


         (X"73", X"ba", X"f5", X"29"),


         (X"21", X"d2", X"60", X"2f"));

matrix_key_9 <= ((X"ac", X"19", X"28", X"57"),


         (X"77", X"fa", X"d1", X"5c"),


         (X"66", X"dc", X"29", X"00"),


         (X"f3", X"21", X"41", X"6e"));

matrix_key_10 <= ((X"d0", X"c9", X"e1", X"b6"),


         (X"14", X"ee", X"3f", X"63"),


         (X"f9", X"25", X"0c", X"0c"),


         (X"a8", X"89", X"c8", X"a6"));

matrix_key <= ( matrix_key_0, matrix_key_1, matrix_key_2,matrix_key_3, matrix_key_4,matrix_key_5, matrix_key_6,matrix_key_7, matrix_key_8,matrix_key_9,matrix_key_10);

matrix_zero <= ((X"00", X"00", X"00", X"00"),


      (X"00", X"00", X"00", X"00"),


      (X"00", X"00", X"00", X"00"),


      (X"00", X"00", X"00", X"00"));



s_box(0,0)<= X"63";



s_box(0,1)<= X"7C";



s_box(0,2)<= X"77";



s_box(0,3)<= X"7B";



s_box(0,4)<= X"F2";



s_box(0,5)<= X"6B";



s_box(0,6)<= X"6F";



s_box(0,7)<= X"C5";



s_box(0,8)<= X"30";



s_box(0,9)<= X"01";



s_box(0,10)<= X"67";



s_box(0,11)<= X"2B";



s_box(0,12)<= X"FE";



s_box(0,13)<= X"D7";



s_box(0,14)<= X"AB";



s_box(0,15)<= X"76";



s_box(1,0)<= X"CA";



s_box(1,1)<= X"82";



s_box(1,2)<= X"C9";



s_box(1,3)<= X"7D";



s_box(1,4)<= X"FA";



s_box(1,5)<= X"59";



s_box(1,6)<= X"47";



s_box(1,7)<= X"F0";



s_box(1,8)<= X"AD";



s_box(1,9)<= X"D4";



s_box(1,10)<= X"A2";



s_box(1,11)<= X"AF";



s_box(1,12)<= X"9C";



s_box(1,13)<= X"A4";



s_box(1,14)<= X"72";



s_box(1,15)<= X"C0";



s_box(2,0)<= X"B7";



s_box(2,1)<= X"FD";



s_box(2,2)<= X"93";



s_box(2,3)<= X"26";



s_box(2,4)<= X"36";



s_box(2,5)<= X"3F";



s_box(2,6)<= X"F7";



s_box(2,7)<= X"CC";



s_box(2,8)<= X"34";



s_box(2,9)<= X"A5";



s_box(2,10)<= X"E5";



s_box(2,11)<= X"F1";



s_box(2,12)<= X"71";



s_box(2,13)<= X"D8";



s_box(2,14)<= X"31";



s_box(2,15)<= X"15";



s_box(3,0)<= X"04";



s_box(3,1)<= X"C7";



s_box(3,2)<= X"23";



s_box(3,3)<= X"C3";



s_box(3,4)<= X"18";



s_box(3,5)<= X"96";



s_box(3,6)<= X"05";



s_box(3,7)<= X"9A";



s_box(3,8)<= X"07";



s_box(3,9)<= X"12";



s_box(3,10)<= X"80";



s_box(3,11)<= X"E2";



s_box(3,12)<= X"EB";



s_box(3,13)<= X"27";



s_box(3,14)<= X"B2";



s_box(3,15)<= X"75";



s_box(4,0)<= X"09";



s_box(4,1)<= X"83";



s_box(4,2)<= X"2C";



s_box(4,3)<= X"1A";



s_box(4,4)<= X"1B";



s_box(4,5)<= X"6E";



s_box(4,6)<= X"5A";



s_box(4,7)<= X"A0";



s_box(4,8)<= X"52";



s_box(4,9)<= X"3B";



s_box(4,10)<= X"D6";



s_box(4,11)<= X"B3";



s_box(4,12)<= X"29";



s_box(4,13)<= X"E3";



s_box(4,14)<= X"2F";



s_box(4,15)<= X"84";



s_box(5,0)<= X"53";



s_box(5,1)<= X"D1";



s_box(5,2)<= X"00";



s_box(5,3)<= X"ED";



s_box(5,4)<= X"20";



s_box(5,5)<= X"FC";



s_box(5,6)<= X"B1";



s_box(5,7)<= X"5B";



s_box(5,8)<= X"6A";



s_box(5,9)<= X"CB";



s_box(5,10)<= X"BE";



s_box(5,11)<= X"39";



s_box(5,12)<= X"4A";



s_box(5,13)<= X"4C";



s_box(5,14)<= X"58";



s_box(5,15)<= X"CF";



s_box(6,0)<= X"D0";



s_box(6,1)<= X"EF";



s_box(6,2)<= X"AA";



s_box(6,3)<= X"FB";



s_box(6,4)<= X"43";



s_box(6,5)<= X"4D";



s_box(6,6)<= X"33";



s_box(6,7)<= X"85";



s_box(6,8)<= X"45";



s_box(6,9)<= X"F9";



s_box(6,10)<= X"02";



s_box(6,11)<= X"7F";



s_box(6,12)<= X"50";



s_box(6,13)<= X"3C";



s_box(6,14)<= X"9F";



s_box(6,15)<= X"A8";



s_box(7,0)<= X"51";



s_box(7,1)<= X"A3";



s_box(7,2)<= X"40";



s_box(7,3)<= X"8F";



s_box(7,4)<= X"92";



s_box(7,5)<= X"9D";



s_box(7,6)<= X"38";



s_box(7,7)<= X"F5";



s_box(7,8)<= X"BC";



s_box(7,9)<= X"B6";



s_box(7,10)<= X"DA";



s_box(7,11)<= X"21";



s_box(7,12)<= X"10";



s_box(7,13)<= X"FF";



s_box(7,14)<= X"F3";



s_box(7,15)<= X"D2";



s_box(8,0)<= X"CD";



s_box(8,1)<= X"0C";



s_box(8,2)<= X"13";



s_box(8,3)<= X"EC";



s_box(8,4)<= X"5F";



s_box(8,5)<= X"97";



s_box(8,6)<= X"44";



s_box(8,7)<= X"17";



s_box(8,8)<= X"C4";



s_box(8,9)<= X"A7";



s_box(8,10)<= X"7E";



s_box(8,11)<= X"3D";



s_box(8,12)<= X"64";



s_box(8,13)<= X"5D";



s_box(8,14)<= X"19";



s_box(8,15)<= X"73";



s_box(9,0)<= X"60";



s_box(9,1)<= X"81";



s_box(9,2)<= X"4F";



s_box(9,3)<= X"DC";



s_box(9,4)<= X"22";



s_box(9,5)<= X"2A";



s_box(9,6)<= X"90";



s_box(9,7)<= X"88";



s_box(9,8)<= X"46";



s_box(9,9)<= X"EE";



s_box(9,10)<= X"B8";



s_box(9,11)<= X"14";



s_box(9,12)<= X"DE";



s_box(9,13)<= X"5E";



s_box(9,14)<= X"0B";



s_box(9,15)<= X"DB";



s_box(10,0)<= X"E0";



s_box(10,1)<= X"32";



s_box(10,2)<= X"3A";



s_box(10,3)<= X"0A";



s_box(10,4)<= X"49";



s_box(10,5)<= X"06";



s_box(10,6)<= X"24";



s_box(10,7)<= X"5C";



s_box(10,8)<= X"C2";



s_box(10,9)<= X"D3";



s_box(10,10)<= X"AC";



s_box(10,11)<= X"62";



s_box(10,12)<= X"91";



s_box(10,13)<= X"95";



s_box(10,14)<= X"E4";



s_box(10,15)<= X"79";



s_box(11,0)<= X"E7";



s_box(11,1)<= X"C8";



s_box(11,2)<= X"37";



s_box(11,3)<= X"6D";



s_box(11,4)<= X"8D";



s_box(11,5)<= X"D5";



s_box(11,6)<= X"4E";



s_box(11,7)<= X"A9";



s_box(11,8)<= X"6C";



s_box(11,9)<= X"56";



s_box(11,10)<= X"F4";



s_box(11,11)<= X"EA";



s_box(11,12)<= X"65";



s_box(11,13)<= X"7A";



s_box(11,14)<= X"AE";



s_box(11,15)<= X"08";



s_box(12,0)<= X"BA";



s_box(12,1)<= X"78";



s_box(12,2)<= X"25";



s_box(12,3)<= X"2E";



s_box(12,4)<= X"1C";



s_box(12,5)<= X"A6";



s_box(12,6)<= X"B4";



s_box(12,7)<= X"C6";



s_box(12,8)<= X"E8";



s_box(12,9)<= X"DD";



s_box(12,10)<= X"74";



s_box(12,11)<= X"1F";



s_box(12,12)<= X"4B";



s_box(12,13)<= X"BD";



s_box(12,14)<= X"8B";



s_box(12,15)<= X"8A";



s_box(13,0)<= X"70";



s_box(13,1)<= X"3E";



s_box(13,2)<= X"B5";



s_box(13,3)<= X"66";



s_box(13,4)<= X"48";



s_box(13,5)<= X"03";



s_box(13,6)<= X"F6";



s_box(13,7)<= X"0E";



s_box(13,8)<= X"61";



s_box(13,9)<= X"35";



s_box(13,10)<= X"57";



s_box(13,11)<= X"B9";



s_box(13,12)<= X"86";



s_box(13,13)<= X"C1";



s_box(13,14)<= X"1D";



s_box(13,15)<= X"9E";



s_box(14,0)<= X"E1";



s_box(14,1)<= X"F8";



s_box(14,2)<= X"98";



s_box(14,3)<= X"11";



s_box(14,4)<= X"69";



s_box(14,5)<= X"D9";



s_box(14,6)<= X"8E";



s_box(14,7)<= X"94";



s_box(14,8)<= X"9B";



s_box(14,9)<= X"1E";



s_box(14,10)<= X"87";



s_box(14,11)<= X"E9";



s_box(14,12)<= X"CE";



s_box(14,13)<= X"55";



s_box(14,14)<= X"28";



s_box(14,15)<= X"DF";



s_box(15,0)<= X"8C";



s_box(15,1)<= X"A1";



s_box(15,2)<= X"89";



s_box(15,3)<= X"0D";



s_box(15,4)<= X"BF";



s_box(15,5)<= X"E6";



s_box(15,6)<= X"42";



s_box(15,7)<= X"68";



s_box(15,8)<= X"41";



s_box(15,9)<= X"99";



s_box(15,10)<= X"2D";



s_box(15,11)<= X"0F";



s_box(15,12)<= X"B0";



s_box(15,13)<= X"54";



s_box(15,14)<= X"BB";



s_box(15,15)<= X"16";

---------------------------------

-- to count the processes



counter_2bits: process (clk, rst)

begin


if rst = '1' then






count <= "00";


elsif clk'event and clk = '1' then




if count_round <= "1001" then





if count_clr = '1' then





count <= "00";




else 





count <= count + 1;




end if;




end if;





end if;

end process counter_2bits;

clk_round <= count(0)and count(1);

-------------------------------------

-- to select the process

process_sel: process(rst,count, count_clr)

begin

if rst = '0' and count_clr = '0' then


case count is


when "00" => en <= "0001";


when "01" => en <= "0010";


when "10" => en <= "0100";


when "11" => en <= "1000";


when others => en <= "0000";


end case;

else


en <= "0000";

end if;

end process process_sel;


---------------------------------

-- to count the rounds



counter_round: process (clk_round, rst)

begin


if rst = '1' then





count_round <= "0000";


elsif clk_round'event and clk_round = '0'  then



if count_r_clr = '1' then




count_round <= "0000";



elsif count_r_clr = '0'then




count_round <= count_round + 1;



end if;


end if;

end process counter_round;


-----------------------------------------

-- to load matrix_temp

loading_temp: process(rst,clk)

begin

if rst = '1' then

matrix_temp <= plaintext;

elsif (((clk'event and clk = '1') and en="1000"))  then

matrix_temp <= mix_columns(matrix_shift_rows);

end if;

end process loading_temp;

------------------------------------------------

with count_round select

round_key <= matrix_key(0)when "0000",



matrix_key(1)when "0001",



matrix_key(2)when "0010",



matrix_key(3)when "0011",



matrix_key(4)when "0100",



matrix_key(5)when "0101",



matrix_key(6)when "0110",



matrix_key(7)when "0111",



matrix_key(8)when "1000",



matrix_key(9)when "1001",



matrix_key(10)when "1010",



matrix_zero when others;

-----------------------------------------------

-- first process: add_round_key --

add_round_key_process: process( clk)

begin


if  rst= '1' then

--
matrix_temp <= plaintext;


elsif (((clk'event and clk = '1') and en="0001"))  then


matrix_add_round_key <= add_round_key( matrix_temp,round_key);


end if;

end process add_round_key_process;

--------------------------------

-- second process: sub_bytes --

sub_bytes_process: process(clk)

begin


if  rst= '1' then


matrix_sub_bytes <= matrix_zero;


elsif ((clk'event and clk = '1') and en="0010")  then


matrix_sub_bytes <= sub_bytes (matrix_add_round_key, s_box);


end if;

end process sub_bytes_process;

--------------------------------

-- third process: shift_rows --

shift_rows_process: process(clk)

begin


if  rst= '1' then


matrix_shift_rows <= matrix_zero;


elsif ((clk'event and clk = '1') and en="0100")  then


matrix_shift_rows <= shift_rows (matrix_sub_bytes);


end if;

end process shift_rows_process;

----------------------------------

-- fourth process: mix_columns --

mix_columns_process: process(clk)

begin


if  rst= '1' then


matrix_mix_columns <= matrix_zero;


elsif (((clk'event and clk = '1') and en="1000")) then


matrix_mix_columns <= mix_columns(matrix_shift_rows);


end if;

end process mix_columns_process;

-------------------------------------------------------------

-- ciphertext 

ciphertext_process: process(clk)

begin


if  rst= '1' then


ciphertext <= matrix_zero;


elsif ((((clk'event and clk = '1')and count_round = "1001") )) then


ciphertext <= add_round_key( matrix_shift_rows, matrix_key_10);


end if;


end process;


-----------------------------------------------

end encryption_7;
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6 Synthesis 

6.1 Equipment

· CPLD Proto Board Cypress P/N CY4000

· CY39100V208B-82NTC (Used for synthesis)

· CY37256VP160-66AC (Not used in the first synthesis)

· Mentor Graphic LeonardoSpectrum, synthesis software

· Cypress Lab CD-ROM

· Warp 6.3

· IRS Release 3.0.7

6.2 Original Results Using Leonardo Spectrum and CY39100V208B-82NTC

LeomardoSpecturm synthesizes successfully and give the following result.

6.2.1 Entity
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Figure 7‑1
Entity

6.2.2 XRTL Diagram
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Figure 7‑2
XRTL result

6.2.3 Report File: on a 39k cypress device

Number of ports :                      19

 Number of nets :                    16511

 Number of instances :               16484

 Number of references to this view :     0

Total accumulated area : 

 Number of AND2 :                     2730

 Number of AND3 :                     1485

 Number of AND4 :                      647

 Number of AND5 :                      289

 Number of AND6 :                       65

 Number of AND7 :                       57

 Number of AND8 :                       32

 Number of GND :                         1

 Number of INV1 :                      400

 Number of NAND2 :                    4435

 Number of OR2 :                      1963

 Number of OR3 :                      1618

 Number of OR4 :                       891

 Number of OR5 :                       413

 Number of OR6 :                       117

 Number of OR7 :                        17

 Number of OR8 :                        32

 Number of VCC :                         1

 Number of XR2 :                       630

 Number of leos_dff :                    1

 Number of leos_dsrff :                649

 Number of leos_dsrlch :                 4

 Black Box mcounter_2_LPM_NO_DIR____SPEED :     1

 Black Box mcounter_3_LPM_NO_DIR____SPEED :     4

 Black Box mcounter_4_LPM_NO_DIR____SPEED :     1

 lack Box mcounter_5_LPM_NO_DIR____SPEED :     1

 Number of accumulated instances :   16484

6.3 Inconvenience of LeonardoSpectrum

LeonardoSpectrum provides as a netlist as a result. Since the VLSI lab does not have the tools to program the CY4000 protoboard from LeonadoSpectrum netlist the project will continue using the software Warp 6.3.

6.4 Results Using Warp 6.3 Using CY39100V208B-82NTC

Warp gives the number of logic used for synthesis and the number of logic units on the device. The result indicates that the device does not have enough logic units.
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Figure 7‑3
Logic Units Used in the Original Design

6.5 Alternative Design Using CY39100V208B-82NTC and CY37256VP160-66AC

The alternative design uses both the CY39100V208B-82NTC and the second FPGA of the CY4000 protoboard, the CY37256VP160-66AC. The idea is to program the s_box, which is using a lot of resources, in the smaller IC and leave the rest on the 39k. The VHDL code has to change because all operation in the 39K is done in matrices, but the 37K cannot handle so many input/outputs. The communication is done in bytes so the code in the 39K has to change.
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Figure 7‑4
Alternative Design

6.5.1 Alternative Design Result

The alternative VHDL design was simulated successfully with Model Sim, and then synthesized using warp. The first result shows that there is only 9 logic devices short of fitting. And these results are after Warp performs optimization in the fitting. The VHDL code was change to make it more efficient and some improvement were shown , but finally there was three logic cell shot. 
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Figure 7‑5
Resources Used in the Alternative Design

6.6 Second Alternative Design

The first alternative was so close to fitting that it makes sense to take other constants out of the 39K and put it in the 37K.


[image: image43.png]« SBOX

« ROUND KEY MATRIX

novr ey
RounD

PLAINTEXT c¥39100v CIPHERTEXT
BYTE BYTE





Figure 7‑6
Second Alternative Design

6.6.1 Second Alternative Design Results
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Figure 7‑7
Second Alternative Design Result

6.7 Scaled Down Design
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Figure 7‑8
Scaled Down Design

6.7.1 Scaled Down Design Results
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Figure 7‑9
Scaled Down Design Resul

7 Hardware Implementation

7.1 Introduction 

The AES encryption implementation is shown in Figure XX. A program in Turbo C was written to transmit data. An additional file converts the byte information to a 4x4 matrix of bytes. The output is fed to the previous program and its output is converted back to bytes so it can be read by another computer.
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Figure 8‑1
Original Hardward Design

7.2 Equipment

· Turbo C++ 6.0
· CPLD Proto Board Cypress P/N CY4000

· CY39100V208B-82NTC

· Cy37256VP160-66AC

· Mentor Graphic LeonardoSpectrum 2002, synthesis     software.

· Modelsim 5.6f, simulation software.

· Cypress Lab CD-ROM.

· Warp 6.3

· IRS Release 3.0.7
7.3 Paralel Port Data transmission
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Figure 8‑2
Parallel Data Trnsmission

7.3.1 Turbo C Code
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Figure 8‑3
C Code Files

· Header File

[image: image50.png]/% Datafd.h - header file for data feeder program */

#ifndef _DATAFD_H
#define _DATAFD_H

/% include all additional header files %/
#include <conio h>

#include <stdlib.h>

#include <dos.h>

#include <string.h>

/x define nev data types %/
typedef int BYTE; /% byte type definition */

typedst char * STRING; /% string type definition */
typedsf unsigned int ADDRESS: /* address type definition /

/% define parallel port base addresses */
#ifndef A_PORTADDRESS

#  define A _PORTADDRESS 0x3BC

Fendif

#ifndef B_PORTADDRESS

#  define B PORTADDRESS 0x378

Fendif

#ifndef C_PORTADDRESS

#  define C_PORTADDRESS 0x278

endif





[image: image51.png]<% define data. status and control port registers for each p
#define A_DATA A PORTADDRESS + 0
#define A_STATUS A PORTADDRESS + 1
#define A_CONTROL A_PORTADDRESS + 2

#define B_DATA B PORTADDRESS + 0
#define E_STATUS E_PORTADDRESS + 1
#define B_CONTROL E_PORTADDRESS + 2

#define C_DATA  C_PORTADDRESS + 0
#define C_STATUS C_PORTADDRESS + 1
#define C_CONTROL C_PORTADDRESS + 2

/% defins starting bios address of possible parallel port ba
#define START_ADDRESS_LOC 000000408

/% function prototype definitions %/

ADDRESS getPortiddress (): /% checks an
BYTE * getInputBytes (const STRING): 7x reads con
void  writeParsPort (const BYTE %, ADDRESS); /% sends arr
#endif)

-+ Source Filef




· Source File

[image: image52.png]Author: Luis A. Gonzalez
Date: 11-19-03

Filenane: Datafd.c

Function: read a file's content
and send its content to the

parallel port
R ER R R XK ER XX IR XX/

#include <stdio.h>
#include "datafd.h"

IEEEEE
Krxxx

*

% define naxinun byte length of matriz */
#define MAXBYTES 16

/% start data feeder progran */

int main (int arge, STRING argv[])

€
ADDRESS 1pt_port; /* addres of printer port */
STRING filename: /% input file */

clrser():

if (arge 1= 2){
printf("\nlsage %s <filenanex\n’, argv[0]):
printf("<filenane> is any text filexn'):
exit (1)





[image: image53.png]tilename = argv{l]:

7% get lpt port address first =/

Ipt_port = getFortaddress():

if Tlpt_port == 0){
printf ("\nError E002: operation aborted"):
exit(2):

else {
/% read input file and send file's content to lpt port %/

writeParaPort (get InputBytes(filenane). lpt_port):
b
/x end progran x/
printf (“\nExiting Data Feeder Progran"):
return (0):

7% end data feeder proaram */





[image: image54.png]* start getPortiddress =/

ADDRESS getFortiddress ()

{
ADDRESS far *prthddress:
ADDRESS port_address;
int i:

prtaddress = (ADDRESS far *)START_ADDRESS_LOC
For (i = 04 ¢ 2; iwt){
port_address = *prtiddress:
if (port_address == 0){
printf ("\nlio port address has been found for LPTZd
i)

else {
printf ("\niddress port for LPT4d vas found at
Oxvshvn”, i+l port_address)
break:
1
*preddresst+;
return (port_address):

/x end of getPortiddress x/





[image: image55.png]/* start getlnputBytes x/
BYTE getInputBytes (const STRING Source_File)
0

BYTE *natriz:

FILE *in:

int 3;

printf ("\nTrying to open %s fils for resding
if ((in = fopen(Source File, "rb NULL) {
Printf("\nError EO03: file %s could not be open for reading
\n'. Source File):
printf (“\nOperation aborted"):
exit(3):

Source_File):

Printf("\nOperation successful\nReading fils's content”):
matrixz = (BYTE *)nalloc(MAXBYTES * sizeof (BYTE)):
3 = iread(matriz, sizeof (BYTE). MAXBYTES, in):
if (folose(in) == 0)
Printf("\nOperation complete\nd items read from £il
else {
printf (
exit(4):

3

nError EO04: error in closing file

return (natriz):

/ end of getInputBytes x/





[image: image56.png]/% start vriteParaPort =/
void vriteParaPort (const BYTE matrixz, ADDRESS port_address)

‘

int len, k:
signed int tine;
char scale:

len = MAXBYTES;
Printf("\nPreparing to send data to parallel port at address
Oxvzh\n” . port_address)
printf("\nEnter ths amount of delay required
scant ("xd". &tine):
while (time < 1){
printf ("Error: you must enter a non-negative nunber

scant ("xd". &tine):

printf ("\nEnter the tine scale (n for milliseconds or

s for seconds): "):

scant (" %', &scale)

while (I((scale == 's') || (scale == 'm'))){
printf ("Error: your time scale must be sither

\'m\' for milliseconds or \'s\' for seconds'):
printf("\nPleass re-enter: "):
scant (" %', &scale):

printf ("\n');
switch (port address)

case 02378
if (scale == 'm')
intf("\nSending data to the port in %d%cs intervals
tine, seale):

else
printf ("\nSending data to the port in
tine scale).

@ intervals






[image: image57.png]<% reset control port - make sure forward direction %/
outportb(B_CONTROL, inportb(B_CONTROL) & 0xDF);

/x begin sending data to port *
for (k = 0 k < len: ki+){
ocutportb(B DATA, matrix[k]):

printf ("', natriz[k]):

/% set strobe x/
cutportb(B_CONTROL, inportb(B_CONTROL) | 0x01)
if (scale == 'm')
/% delay is in nilliseconds */

delay(tines2):
else
7% delay is in seconds %/

slesp(tines2):

/x resst strobe %/
ocutportb(B_CONTROL, inportb(B_CONTROL) & OFE):
if (scale == 'm')
/% delay is in nillisecond scale */
delay(tines2):
else
7% delay is in seconds %/
slesp(tines2):

printf ("\n\nOperation successful");

break;
case 02278

if (scale

w)

printf("\nSending data ta the part in %d%es intervals

tine, seale):
else

\nSending data to the port in %d%c intervals

scale):






[image: image58.png]/% resst control port — mace sure forward direction %/
outportb(C_CONTROL, inporth(C_CONTROL) & OxDF).

/x begin sending data to port */
for (k = 0. k ¢ len: ki+){
outportb(C_DATA, matrix[k]):

printf (", natriz[k]):

/% set strobe x/
outportb(C_CONTROL, inporth(C_CONTROL) | 0x01):
if (scale == 'm')
/% delay is in nilliseconds x/

delay(tines2):
else
7% delay is in seconds */

sleep(tines2)

/x reset strobe x/
outportb(C_CONTROL, inporth(C_CONTROL) & OxFE):
if (scale == 'm')
/% delay is in nilliseconds x/

delay(tines2):
else
7% delay is in seconds */

sleep(tines2)






[image: image59.png]printf("\n\nOperation successful”):

break;
case Dx3BC

if (scale == 'm')
Printf("\nSending data to the port in %d%cs intervals

*. tine. scale):

else

S

% intervals

tf("\nSending data to the port in
tine. scale):






[image: image60.png]¥ reset ConLLo- DOt — MaKe Su o yart driection =4
outportb(A_CONTROL, inportb(A CONTROL) & 0xDF):

/x begin sending data to port *
for (k = 0 k < len: ki+){
ocutportb(A DATA, matrix[k]):

printf ("', natriz[k])

/% set strobe x/
cutportb(A_CONTROL. inportb(A_CONTROL) | 0x01)
if (scale == 'm')
/% delay is in nilliseconds */

delay(tines2):
else
7% delay is in seconds %/

slesp(tines2):

/% resst strobe x/
ocutportb(A_CONTROL, inportb(A CONTROL) & OFE):
if (scale == 'm')
/% delay is in nilliseconds */

delay(tines2):
else
7% delay is in seconds %/

slesp(tines2):

printf ("\n\nOperation successful");
break:
default’ break:
b

/x end of vriteParaFort */1




7.3.2 Data Transmission testing

The testing was done using a laptop with Windows 98, for the simplicity of this version of Windows in using the parallel port. A 16 8-bit data will be send every time the strobe signal of the parallel port is low. Using the appropriate driver and displays , the output can be monijtored, as shown in Figure 8.4

· Block Diagram
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Figure 8‑4
Data Transmission Testing [1] [2]

· Actual Test Circuit
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Figure 8‑5
Data Transmission Test Circuit

7.4 FPGA Burning

7.4.1 Scale Down Design

The CY37256 CPLD was program using the ISR software. Only the first AES process, the add round key, was used followed by a hex to seven segment decoder. The decoder allows seeing the output through a 7-segment display using a 7-segment driver. The inclusion of the second AES process, the substitution bytes, was not possible because its synthesis was prevented due to insufficient product terms.
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Figure 8‑6
Programming the Scaled Down Design

7.4.2 Equipment

· CPLD Proto Board Cypress P/N CY4000. See Figure 8.7.
· ISR Programming Software 3.0.7 
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Figure 8‑7
CY4000 protoboard

7.4.3 VHDL Code 
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Figure 8‑8
VHDL Code Diagram

· Tester.vhd
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Ribrary ieee, encrypt:
use ieee.std logic_116.alls
use encrypt.somponnta_pls.alls

entity tester is
port {in byte: in std_logic_vector (7 downto 0):
stroke, rsf in std_logics
out_bytel, out_bytez: out std logic_vector (6 downto 0):
ena tester;

architecture arch test of tester is
signal addi_out: std_logic_vector (7 downto 0);
signal swsi_out: std_logic_vector(7 downto 0);
begin
ul: add_round key port map(in byte, strabe, rst, addl_out):
uz: sup_bytes port wap(addi_out, strobe, rst, subl_out);
u3: hex_to_seven port map(subi_out, out_bytel, out_bytez);
end arch_test;





· Add_round_key.vhd

[image: image68.png]1 library ieee, encrypt;
2 use ieee.std_logic_1164.all;

3 use encrypt.constants_pkg.all;

4

5 entity add_round_key is

6 port (inbyte: in std_logic_vector (7 downto 0):
v stroke, rst:  in std logics

s out_byte buffer std_logic_vector (7 downto 0]):
9 end add_round key:

10

11 architecture arch_add_key of add_round key is

12 pegin

13 do_add_round_key: process (rst, strobe)

14 variable i, 3: integer range O to 4

15 variable k: integer range 0 to 16

16 begin

i if rst = '1' then

18 out_byte <= [others => '0'};

15 elsif falling edge(strobe) then

20 if k> O then

21 if 1< 4 then

22 out_byte <= in byte xor matrix_key(i,i);
23 3+

24 if 3 = 4 then

25 f—

26 0

2

28

25

30

31 ena if;

32 ena process;

33 end arch add key:





· Hex_to _seven.vhd

[image: image69.png]library ieee, encrypt;
use ieee.std_logic_1164.all;

entity hex_to_seven is
port (in byte: in std_logic_vector (7 downto 0);
out_byte: out std_logic_vector (6 downto 0);
out_bytei: out std_logic_vector (s downto 0});
end hex_to_seven;





[image: image70.png]10 architecture arch_hex2Zseven of hex_to_seven is

11 begin
12 do_disple:

13
14
15
1
17
18
15
20
21
2
2
24
25
26
2
28
25
30
31
3

process

when
when
when
when
when
when
when
when
when
when
when
when
when
when
when
when
when

end case;

onoor
ono1n
on1o"
"on11n
01007
01017
o107
"o111n
10007
10017
10107
10117
11007
11017
11107
mi111n
others

(1n_byte)

case in_byte(3 downto 0) is

out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte
out_byte

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<

10000007 ;
11110017,
01001007,
01100007
00110017,
00100107
00000107,
11110007,
00000007 ;
00100007,
01000007 ;
00000117,
01001117,
01000017
00001107,
00011107
11111117,
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52 end process:

onoor
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on1o"
"on11n
01007
01017
o107
"o111n
10007
10017
10107
10117
11007
11017
11107
mi111n
others

53 end arch_hexzseven;

out_bytel <
out_byte1

out_byte1
out_byte1
out_byte1
out_byte1
out_byte1
out_byte1
out_byte1
out_byte1
out_byte1
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10000007 ;
11110017
01001007,
01100007,
00110017
00100107,
00000107
11110007,
0000000".
001000077
01000007,
00000117
01001117,
01000017,
00001107
00011107,
1111111





· Components.vhd

[image: image72.png]1 library ieee, encrypt;
2 use ieee.std_logic_1164.all;
3 use encrype.all;

4

S package components_pky is

6 component add_round_key
v port {in byte: in std_logic_vector (7 downto 0):

s stroke, rst: in std logics

s out_byte:  buffer std_logic_vector (7 downto 0]);
10 end component;

11 component sws_bytes

12 port {in byte: in std_logic_vector (7 downto 0):

13 stroke, rst: in std_logicr

14 out_byte: buffer std_logic_vector(7 dewnta 0)):
15 end component;

16 component hex_to_seven

i port (in byte: in std_logic_vector (7 downto 0);

18 out_byte: out std_logic_vector (6 downto 0);

15 out_bytei: out std_logic_vector (s downto 0});

20 end component;

21 end components_pkg;




7.4.4 Testing


[image: image73.png]



Figure 8‑9
Hardware Testing

8 Conclusion of Project 2

· Synthesis as well as hardware has their own set of problems.

· A successful simulation in simulation software like ModelSim does not guaranty a successful synthesis. Further more even a successful simulation in ModelSim give error in LeonardoSpectrum, being both from the same provider.

· LeonardoSpectrum provides netlist, whereas Warp provides JEDEC or HEX files. The reason for using Warp is that ISR uses JEDEC or HEX file, not netlist.

· It is advisable to use a development kit that provides a complete set or tool to ensure compatibility 

· A modular design is advisable since it was very hard to recode a long VHDL file. Besides the design can be easily parted if done with modules.

· Warp has it own optimization. Each round reduces the number the macrocells needed to synthesize. A good code could end up using the same area than a bad one because Warp optimizes the bad code and the good one cannot be improved.

· It is important to know the way the software synthesize and optimize for better coding with less effort. The experience in the software looks important.

· Hardware has its own problem like loosing wires, bad connection. However troubleshooting is different than standard logic. There is only the output of a complicated process, no way to measure what happens in the middle. In this case the best option is to check all other signal like a proper clock, reset, debouncing problems and so on.

· The results can be check visually if the process is on purpose slow down or to perform step by step. At high speed loggers would be needed to compare the output. In this case the input has to be a signal whose output is known.

9 References Project 2 

[1]
http://www.onsemi.com/pub/Collateral/MC14511B-D.PDF (Ics Graphic)

[2]
http://www.digitaldisplay.com.ar/ (Displays Graphics)

10 Future Work

As a future work the transmission of data is bidirectional. The transmission is through any port, parallel, serial or USB. The transmission is done wireless or through fiber optics. 
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Figure 10‑1
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