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US ports set
sail for ISO/PAS
28000

by Faith Leavitt, President of
FLW Enterprises, Inc. and
Principal with the Global
Ervironment & Technology
Foundation (GETF), and Sephen
R Wassersug, Vice President

of FLW Enterprises, Inc., and
Principal with GETF.

our US seaports and one inter-
F national airport havejoined forc-

es in a unique cost-share con-
sortium to devel op a security manage-
ment system (SMS) based on a new
SO publicly available specification
for the security of the supply chain,
ISO/PA'S 28000.

Thisground-breaking programme
is the first of its kind to field-test the
new security specification and report
onitsorganizational benefits. ISO/PAS
28000:2005, Specification for securi-
ty management systems for the supply
chain, integrates the risk management
approach of 1SO 14001:2004.

Seaports and airports have a
complex array of operations that they
manage on a 24-hour basis, and these
multiple responsibilities quite natu-
rally follow a systems-based manage-
ment approach.

The good news is ports and
airports can easily integrate a secu-
rity management system into exist-
ing supply chain operations. Just as
ports have effectively utilized 1SO’s
environmental management system,
this system offers portsarealistic and
cost-effective manner to manage their
specific security needs. For that rea-
son, ISO/PAS 28000 with its Plan-Do-
Check-Act (PDCA) methodology isa
compelling tool for any organization,
whether large or small, to have in its
security toolbox.

The American Association of
Port Authorities (AAPA) Y and the
Global Environment and Technolo-
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gy Foundation (GETF) ? partnered to
support the programme and to provide
programme design and technical assist-
ance to the participants.

Using environmental
management
for inspiration

Theideafor the current SMSini-
tiative got its start more than two years
ago when AAPA, GETF and the US
Environmental Protection Agency spon-
sored an environmental management
system (EMS) assistance programme
for portsinvolving 11 seaports®. Before
ISO/PAS 28000 appeared, one of the
11, the Port of Houston, who came to

1) The American Association of Port
Authorities (AAPA) is an aliance of leading
ports in the Western Hemisphere that protects
and advances the common interests of its
diverse membership of public port authorities
from throughout the Western Hemisphere

as they connect their communities with the
global transportation system.

2) The Global Environment and Technology
Foundation (GETF) is a not-for-profit
organization that provides EMS training

and support to public entities, and manages
the National Public Entity EM S Resource
(PEER) Center, anational EMS clearinghouse
(www.peer center.net) made possible

through a cooperative agreement with the

US Environmental Protection Agency EMS
Programmes at www.getf.org.

3) See www.peercenter.net for the Ports
EM S Assistance Programme Final Report.



The technical assistance
strategy model includes the
following elements:

Intensive training

A two-and-a-half day workshop
begins each phase and prepares
attendees to train and lead their
SM'S teams through each of the
requirements in | SO/PA'S 28000.

Hands-on activities
Document samples
Individual team work sessions

Site visits
Individualized training and
technical assistance

SM'S document preparation
assistance

Internal desk and field audits
Troubleshooting

Verifying closure
of nonconformances

Monthly all hands
conference calls
Participant-generated agenda

Information sharing : lessons
learned and keys to success

Opportunities for collegial
discussion and mentoring

Bi-weekly individual technical
assistance calls

Accomplishing implementation
milestones

Developing SMS documentation
Addressing and resolving barriers

Electronic access
to information

A password protected Intranet site
facilitates communication and
document/data sharing (where
security requirements permit)

Information posting: training
manuals, security articles, etc.

the programme with a certification to
SO 14001:2004, wanted to build a
security management system on the
EMS platform.

Russell Whitmarsh, POHA's
Chief of Police remarked, “ We devel-
oped a security management system
based on I SO 14001: 2004. The PDCA
model has already verified that we are
in compliance with security require-
ments, and provided us with organi-
zational structure and responsibility
for more efficient use of resources. It
has also provided an ongoing process
to monitor and measure key security
parameters, and guided us to reallo-
cate resources to highest security pri-
orities.”

At the completion of the envi-
ronmental management system initia-
tive, anumber of ports wanted assist-
ance in implementing an SM'S using
afield-tested and proven plan, and the
current SM 'S consortium was formed.
Faith Leavitt, who assisted Port of Hou-
stonin SMS devel opment, and who pro-
vides technical assistance to the cur-
rent participants, says, “As the coun-
try’s gatekeepers, ports already incor-
porate security management as part of
everyday business. Their need is not
only to manage existing security risks,
but also to institutionalize systematic
processes that manage and where pos-
sible eliminate those risks.”

“The security management
system offers ports
a system to manage their
specific security needs in
a realistic and
cost-effective manner.”

I SO/PAS 28000's proven PDCA
model and systems approach allow ports
to identify vulnerabilities, establish
action plans, implement continuous
monitoring and measuring, and bene-
fit from continual improvement oppor-
tunities — all in coordination with the
organization’s strategic objectives and
legal requirements.” She adds, “ the
SMS helps ports allocate human and
financial resources more appropriately,

and confirms that they are addressing
the‘what if’ scenariosthat aretoday’s
post 9-11 realities.”

Inthe spring of 2005, AAPA sur-
veyed the ports community and validat-
ed the need and timeliness of an SMS
initiative®. AAPA provided resources
to defray some start-up costs, helped
GETF devel op aconcept and scope for
the programme, and participated in the
applicant evaluation process.

A competitive selection
process

The number of participants had
to be limited to provide optimal training
and technical assistance, so the selec-
tion process was a competitive one.
Lessonslearned in four previous man-
agement system initiatives involving
multiple organizations using a consist-
ent implementation plan and schedule
helped GETF and AAPA develop selec-
tion criteria, which included:

« Top management commitment,
involvement and visibility;

» Sufficient resourcesto complete the
project;

A plan to obtain employee support
and participation;

* Information technology capabilities
for participants to exchange infor-
mation electronically;

e Agreement to collect and informa-
tion and make it available quarter-
ly about SMS implementation and
costs; and

4) 1bid.
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* Previous process management sys-
tem knowledge/experience (e.g.
quality systems or EMS).

Interested port authorities sub-
mitted aletter of application to AAPA
and GETF, signed by the port direc-
tor and containing the following infor-
mation:

* abrief description of the port author-
ity, its management structure and
activities;

» the name of the management rep-
resentative;

* adescription of how the project man-
ager intends to work with the rel-
evant port departments in devel op-
ing and implementing the SMS;

e apreliminary indication of the fence-
line (e.g. geographic and operation-
al boundaries) for the SMS;

* adescription of the reasons the port
wishesto participate and some of the
benefitsit hopes to realize; and

e aclear assurance that top manage-
ment will provide the necessary
visibility, staff time and resources
to successfully develop and imple-
ment the SMS.
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GETF and AAPA scheduled
interviews with individual applicants
to discussin detail the information con-
tained in the application letter. AAPA
announced the roster of participants
selected for the SMS assistance pro-
gramme and the kick-off workshop,
hosted by one of the participants, was
scheduled.

Participants equally share the
costs for the workshops, mentor-
ing, coaching, auditing, and techni-
cal assistance (provided by GETF)
during the term of the programme, in
order to leverage best practices and to
achieve economies of scale among the
community.

What's expected of participat-
ing ports?
* management commitment, visibil-
ity and involvement ;



» designation of a security manage-
ment representative and SM S lead-
ership teams;

e assignment of resources to attend
project workshops and undertake
port-based SMS activities;

 adoption of measurable perform-
ance objectives and targets; and

e communication and information
sharing with local stakeholders, reg-
ulatory agencies and other seaports
as security considerations allow.

Security management
system assistance
programme

The SM S assistance programme
is an 18-month, four-phased imple-
mentation plan described in Figure 1
(opposite).

The development and imple-
mentation plan and the technical assist-
ance strategy model is the one used
in the first ports initiative, improved
with lessons learned and suggestions
from past participants. Over the past
10 years, GETF has field-tested and
continually improved the model with
more than 50 US organi zations® who
have implemented process manage-
ment systems for quality, environment,
safety and health and security (see box
on page 19).

“As the country’s
gatekeepers, ports already
incorporate security
management as part of
everyday business.”

Each quarter, participantstrack
and report the number of hours and
costs expended in the SMS develop-
ment and implementation in that phase
of activity. They also report benefits,
barriers and keys to success, and oth-
er information of interest to the group
and to the AAPA.

At thetime of thiswriting, par-
ticipants are completing phase one

milestones. In order to ensure that
the management system gets off the
security management representative’'s
desk and moves from development to
implementation, each organization
conducts an internal audit and man-
agement review of the milestones in
the current phase before moving on to
the next. As aresult, the programme
staysreasonably on track and on time,
and management is better ableto align
the programme goal s with the organi-
zation's strategic mission. Additionally,
nonconformances, corrective and pre-
ventive actions are tracked and closed
throughout the process.

At the completion of the 18-
month programme, afinal report will
aggregate the datathat will be publicly
available at www.peer center.net and
on the AAPA Web site.

The added value
of participating

Greater effort in an existing
framework
is not always the answer

While each port had its indi-
vidual reasons for wanting an 1SO/
PAS 28000 based security manage-
ment system, the following goalswere
common:

e provide a safe work place for all
employees and customers through
theimplementation of effective secu-
rity measures;

e implement security measures to
enhance supply chain safety and effec-
tiveness downstream and upstream;

« full employeeinvolvement inimple-
mentation, awareness and accept-
ance of security measures;

« empowered high performance secu-
rity teams;

 customers and vendors understand
their uniquerolesin the security and
safety of the port facilities, staff and
their own well-being;

+ save money;

e improve confidence in security man-
agement;

e participate in a “think tank” about
security management with other
ports in the programme;

« formalize how to measure success
in security management;

5) www.peercenter.net
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* demonstrate that we are successful
security managers;

e promote public confidence;
 ensure regulatory compliance;
* enhance business value;

e promote positive media coverage
and reporting;

 streamline and consolidate security
in operating areas wherever possi-
ble.

Expected benefits

e corrective and preventive actions
close gaps and produce “ low hang-
ing fruit” ® benefits;

e minimizes/manages risk (money
saved, avoided) from actual/poten-
tial security mishaps;

e promotes strong public image of
security consciousness and com-
petence;

* minimizes employee succession
issues;

* leverages best management prac-
tices;

Remove Improved Better Better
Redundancy Operational Credibility Regulatory
Save money Controls and public image Compliance
Better Improve
£ © relationships with
Il El contractors and
Response

There are a multitude of bene-
fits expected from the use of ISO/PAS
28000 including:

» acompliance-focused systemiscrit-
ical with newly promulgated laws
and regulations;

* helps track accountability and
progress for millions in security
grant funding;

« facilitates consistency, reducesredun-
dancy and inefficiency among secu-
rity forces;

* improves and verifies management
confidence;

* models leadership in the industry;

 alignsresourcesto priority vulner-
abilities;

e security awareness improves, and
more staff are watchdogs;

* improvesclarity about security roles
and responsibilities;
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tenants

* minimizes communication barriers
between police and security forces
and operational staff;

e regular analysis of vulnerabilities
keeps assessments current and man-
agement programmes responsive to
emerging threats;

e participate in the validation proc-
ess of ISO/PA'S 28000.

Expected challenges

The portsin the SM S assistance
programme look forward to the bene-
fitsthe SMSwill bring them, but they
are realistic. They accept that organi-
zational change will bring some of the
following challenges:

* buy-in from managers who are unfa-
miliar with the process approach or
the benefits it offers;

e union concerns if standard operat-
ing procedures are changed;

e A “needto know” security mentali-
ty makesit hard for employees out-
side of the security staff to have a
rolein the SMS;

e Security and policeforces are often
under separate management (two sets
operational controls, two sets docu-
mentation/records) and not accus-
tomed to sharing information;

e Burgeoning regulations. Security
staffs are concerned about one more
set of requirements to compl ete;

e Communication channels are often
lacking between operational and
security staffs;

e Focuson the Maritime Transporta-
tion Security Act requirements with
no understanding of how ISO/PAS
28000 supports compliance;

e Ports are half of the supply chain
— what about global trading part-
ners?

e Cutsin staff; who will completethe
SMS activities; will there be suffi-
cient funding?

Next steps

A great deal has been achieved
so far but much remains to be done:

e Collect and disseminate programme
information to ports and security
sectors and to the general SO com-
munity;

« Develop case studies;

e Apply lessons learned to improve
the implementation strategy;

» Continue to track costs, benefits,
barriers and keys to success;

e Attempt to attract global trading
partners to be part of the current
ISO/PAS 28000 implementation
experiences;

e Continue to participate in the 1SO/
PAS 28000 verification process. B

6) “Low hanging fruit” are basically those
improvements and innovations that can be
suggested and implemented during the measure
phase when they become apparent. It is not
necessary to wait for the improve phase for the
implementation asit would be an opportunity |oss.



