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Abstract—Modern cyber—physical systems (CPSs) employ an
increasingly large number of software control loops to enhance
their autonomous capabilities. Such large task sets and their
dependencies may lead to deadline misses caused by platform-
level timing uncertainties, resource contention, etc. To ensure
the schedulability of the task set in the embedded platform
in the presence of these uncertainties, there exist co-design
techniques that assign task periodicities such that control costs
are minimized. Another line of work exists that addresses
the same platform schedulability issue by skipping a bounded
number of control executions within a fixed number of control
instances. Considering that control tasks are designed to perform
robustly against delayed actuation (due to deadline misses,
network packet drops etc.) a bounded number of control skips
can be applied while ensuring certain performance margin.
Our work combines these two control scheduling co-design
disciplines and develops a strategy to adaptively employ control
skips or update periodicities of the control tasks depending on
their current performance requirements. For this we leverage a
novel theory of automata-based control skip sequence generation
while ensuring periodicity, safety and stability constraints. We
demonstrate the effectiveness of this dynamic resource sharing
approach in an automotive Hardware-in-loop setup with realistic
control task set implementations.

Index Terms—Adaptive scheduling, control system synthesis,
cyber—physical systems (CPSs).

I. INTRODUCTION

ITH the increasing number of autonomous fea-
Wtures available in modern-day cyber—physical systems
(CPSs), the corresponding task sets to be executed in their
electronic control units (ECUs) have also increased signifi-
cantly. To cope with this and utilize bandwidth efficiently,
significant research has been reported in the domain of
dynamic scheduling of control tasks, where unlike static
schedules, depending on run-time performance requirements,
the task period is dynamically switched while satisfying
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the stability and baseline performances [1]. Such techniques
enable control tasks with steady system response to operate in
lower frequencies. This, in turn, allows other control tasks that
occasionally require more frequent actuation for maintaining
the desirable performance to switch to a higher frequency,
availing the relinquished bandwidth. However, such multirate
approach of control task co-scheduling is limited by the allow-
able choice of sampling periods for each task and their joint
schedulability for the task set. As a fine-grained alternative
scheduling approach, researchers have proposed to convert
hard temporal scheduling constraints for each job in a task into
weakly hard ones [2]. Weakly hard constraints of a closed loop
system is often captured as (m, k)-firm specifications [3] where
a maximum of (k — m) deadline misses or control execution
skips are allowed in every k consecutive control task instances
to maintain a desired performance. Such control skips are often
introduced due to platform-level faults, jitters, task execution
overruns, communication delays, etc., in embedded processing
units and/or complex network components. Numerous research
has been carried out over the past few years exploring systems
performances under different weakly hard constraints [4], [5],
[6], [7] and identifying weakly hard constraints that can be
leveraged to co-schedule control tasks in a more efficient
way [6], [8].

Related Work: Analysis and synthesis of control execution
sequences with skips has been done in the literature with
two primary objectives, a) establishing stability under various
uncertainties for handling deadline overruns, b) leveraging
control execution skips for the bandwidth-efficient co-design.

The first kind of work focuses on weakly hard modeling
of control systems, analyzing their stability under timing
uncertainties introduced due to faults or interference of other
tasks [4], [5], [7], [9], [10]. For example, Pazzaglia et al. [4]
analyzed the effect of deadline misses (caused by faults) on
the stability of the closed-loop and its control cost. This
is done by analyzing all possible deadline-miss sequences
allowed by weakly hard specifications and applying novel
scheduling (e.g., killing the current job that missed its deadline
or letting it continue and killing the later jobs instead) and
control (e.g., actuating with the last control input or resetting
the control input) strategies to maintain asymptotic stability
or minimize control cost. Works done by Linsenmayer and
Allgower [5] and Pazzaglia et al. [10] looked into this problem
from a switched system perspective, where the system under
control actuation/execution and system under missed control
actuation/execution due to packet drops or deadline-miss are

1937-4151 © 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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considered as two modes to switch between. They analyze
and bound the maximum asymptotic growth of such a system
under all possible control skipping strategies given as a weakly
hard specification. In [9], this growth is quantified in terms
of joint spectral radius. Pazzaglia et al. [11] computed and
schedule stable controller gains to mitigate the effects of such
deadline-miss scenarios on system stability.

The limitations of these works can be summarized in the
following two points.

1) With fault-tolerance being the primary objective, such

works often do not consider realistic performance cri-
teria like exponential decay rate (explained later in
Definition 1) as their objectives and mostly rely on
analytical [4], [9] or heuristic-based [7] approaches for
assuring asymptotic stability. Works that give theoretical
stability guarantee mostly rely on common Lyapunov
function (CLF)-based stability for a given performance
criteria. This heavily restricts the number of possible
control theoretic switching sequences which transpire
in the platform as stable deadline-miss (i.e., control
execution skip) possibilities [5], [12].
Moreover, most of the aforementioned works evaluate
their strategies on different standalone control system
models. How effectively these strategies scale and
contribute to the overall bandwidth sharing between
multiple closed loops in real-world networked, embed-
ded control systems is not evaluated. Although works
like [7] consider a realistic implementation setup, they
rely on heuristic-based scheduling under faulty scenarios
that lack theoretical underpinning.

The second kind of state-of-the-art (SOTA) works utilize
these weakly hard specifications to bound intentionally skipped
control executions and achieve better-scheduling solutions
while ensuring performance or safety guarantees [6], [8], [13].
Xu et al. [8] achieved a resource-aware aperiodic schedule
(different time intervals between multiple executions) by
switching between all possible deadline-miss sequences that
abide by a weakly hard constraint. They deploy a scheduler
automaton that ensures state deviation within a safe upper
bound, whereas works like [6], [13] address a similar problem
by developing an automaton that skips control executions
abiding by certain weakly hard constraints derived from a given
performance criteria. Ghosh et al. [ 13] used a multirate controller
gain scheduling approach to ensure performance during the
deployment of such resource-optimized control execution
schedules. Works like [1], [20], on the other hand, do not rely on
weakly hard constraints but propose an optimal sampling period
assignment method to achieve a similar optimized resource
consumption objective. They assign optimal periodicities for the
controllers by analyzing the cumulative control costs or system
output deviations incurred by a schedulable set of periodicities.
To avoid unstable behaviors and overshoot/undershoot beyond a
safe range while switching between periodicities, most of these
works again use asymptotic stability or CLF-based theoretical
analysis. Similar criticisms (as described in the last paragraph)
are applicable to these co-design-focused works as well, i.e.,
they rely on a CLF-based stability guarantee and do not consider
arealistic implementation setup. However, the work in [14] aptly

2)

analyses the maximum number of allowable control execution
skips in an embedded platform to ensure certain stability criteria,
using multiple Lyapunov function (MLF)-based approach that
is less restrictive than CLF-based approaches (more allowable
skips). This also does not consider a realistic implementation
in the presence of multiple closed loops.

Novelty and Contributions: Our main motivation stems from
the limitations of these SOTA works. For a set of control
loops and their performance criteria, our methodology, as
highlighted in Fig. 1, performs a stepwise synthesis and
deployment as discussed next.

1) For each participating control loop, we work out an
MLF-based performance-aware switching strategy for
switching between the choices of periodicities as well
as the choices of control execution skips that operate
within a given safe region (box 1 in Fig. 1). The use
of exponential decay-based performance criteria makes
our methodology more applicable to real-world system
design, and the use of MLF admits more control-
scheduling choices than SOTA works.

For each participating control loop, we synthesize a
control skipping automaton (CSA), which utilizes the
theoretically derived stable switching strategies to gen-
erate stable aperiodic activation patterns for the control
tasks (box 2 in Fig. 1). All possible control skip and
multirate possibilities are captured as performance and
safety-constrained transitions between modes/locations
in this finite representation. It generates more fine-
grained aperiodic scheduling options compared to the
SOTA techniques as it combines CLF-based multi-
rate control switching along with MLF-based control
skipping.

We devise an algorithmic framework that dynamically
observes the current performance degradations of dif-
ferent control loops and accordingly deploys suitable
periodic/aperiodic execution patterns to the correspond-
ing control tasks respecting a processor utilization
budget (box 4 in Fig. 1).

We evaluate our performance-aware dynamic resource-
sharing technique in a practical real-world setup and
compare it with SOTA approaches to analyze its
effectiveness.

To summarize, the theoretically performance-preserving
control design guided by resource-aware dynamic scheduling
makes this work ideal for efficient bandwidth distribution in
resource-limited networked and embedded CPSs.

2)

3)

4)

II. SYSTEM MODEL

We express the physical system/plant model as a linear time-
invariant (LTT) system having dynamics as follows:

(D

Here, the vectors x € R", y € R™, and u € R? define the plant
state, output, and control input, respectively. x(¢), y(¢), u(t) are
their values at time t. w(f) ~ N0, Qy,), v() ~ N (0, R,) are
process and measurement noises. They follow Gaussian white
noise distributions with variances Q,, € R"*" and R, € R™*"™,

X(1) = @x(1) + Tu() + w(0), y(@) = Cx(@) + (D).
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Fig. 1. Overview of the proposed framework.

respectively. The matrices @, I are the continuous-time state
and input-to-state transition matrices, respectively. C is the
output transition matrix. Considering that the plant outputs
are sampled and control inputs are actuated once in every h
sampling interval, we have the following:

&lk + 1] = AR[K] + Bulk] + L(y[k] — C3[k])
h

ulk] = —K3i[k], A =®", B= / ' Tdr. ()
0

Here, A, B are the discrete-time counterparts of ®, I', respec-
tively. L is the Kalman gain in the Luenberger observer that is
used to filter the Gaussian noises from the output and estimate
states. K is the feedback control gain designed as per the
performance requirements. x[k], x[k], y[k], ulk] denote state,
estimated state, output and control input vectors at kth (k € N)
sampling instance or t = kh time unit, respectively.

1) Control Design, Performance Metrics, and Safety
Criteria: A control design metric represents the control objec-
tive while designing the controller. One such standard design
metric is settling time, i.e., the time that the system takes to
maintain a steady output within a fixed error margin around the
desired reference value (e.g., within 2% error band). Hence,
the controller has to be designed in such a way that the
given settling time requirement is always met. We correlate
the settling time requirement with the notion of exponential
stability criteria by defining it as follows.

Definition 1 (Globally Uniformly Exponentially Stable):
The equilibrium x = 0 of the system in (2) is globally
uniformly exponentially stable (GUES) if for any initial state
x[ko] there exist M > 0, y < O such that, |x[k]] <
Me?®&=k0) || x[kolll Vk > ko (].|| is vector norm).

Given a settling time requirement of (k — ko)h (h is the
sampling period), this definition mandates the system states
must decay by a minimum factor of e’ at every sampling
period so that the system output stays within a 2% error bound
of the desired reference value within (k — kg)h time. On the
other hand, the control performance is the measure of the
quality of control, i.e., how efficiently the design requirement
is met. We consider a linear quadratic regulator (LQR)-based
cost function as the performance metric as given below

N—-1
J =Y (xlk] = r[kD)T Q(xlk] — rlk]) + u [KIRulK])
k=0

+ (IN] = rINDTS(IN] — r[N]). 3)

Equation (3) represents the control cost computed for
a system over a finite time-window. Here, the symmetric
weighing matrices Q, R > 0 capture the relative importance
that the control designer can give to the state deviation and
control effort, respectively. S is the final state cost matrix.
Replacing u[k] with —KXx[k], we derive the optimal feedback
control gain K that minimizes the control cost J. We tune the
state cost matrix Q to design an LQR gain K, that promises to
achieve the desired exponential decay y during the closed-loop
evolution, offering the minimum control cost.

The phase difference between the input and output can
cause unsafe transient behavior (e.g., overshoots, undershoots)
even in stable control loops bounded by a GUES criterion.
To overcome these, we consider that the bounded region for
GUES (see Definition 1) during the control design as an input
by the system designer such that a forward invariance is
maintained. This demands the system states to initialize and
always remain within this region. This region is defined as the
safe operating region Rgafe. Formally, the closed-loop system
states should always satisfy the following safety criteria: x(¢) €
Raafe = V' > 1, x(f') € Raate.

2) Closed-Loop Under Sampling Period Change: We
intend to capture both the plant and controller states at each
discrete time step by defining an augmented state vector X =
[xT, 2717, Replacing u with —K3% and y with Cx [see (2)], the
evolution of the overall closed-loop is expressed as follows:

A BK
LC A —LC—{—BK] @

For multiple sampling periods, h;, h; say, we denote the
discrete-time augmented system matrices as Ajpp,, A1,hj.
Therefore, such a system that changes its sampling rates can
be represented as a switched LTI system, where it switches
between different combinations of {A l,hpAl,h_,-}~

3) Closed-Loop Under Skipped Control Executions:
Because of the uncertain behavior of underlying comput-
ing/communication platforms (such as micro-architectural
faults, jitters, communication delays, etc.) in embedded control
systems, control execution skips may occur while periodically
executing control tasks. This causes the ideal periodic control
executions to become aperiodic, where the actuator on the
plant side does not receive any new control update within the
sampling interval [k, k+ 1) or the time interval [kh, kh+1) if a
control skips occur at kth time step. Therefore, the value of the
control input remains the same as it was in the last sampling
instance (last received control actuation at kth instance), i.e.,
ulk+ 1] = u[k]. Leveraging the robustness available in control
loop design accounting for potential actuation misses, we

X[k + 1] = A pX[k], Arp = [
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Switching Sequence : A;,; > Aqgon: = A1onj = A1y

m @ Control Unit (CU)  Control Task
4 2

o

]

A Ani Oni Oni  1nj Onj 1nj
actuator

h b x x x|l
ERL

i actuator|data
No sensor data {

_L Uy U u, U u
J No control execut/on &
reception during 0 { transmission during 0

Fig. 2. Closed-loop with skipped control.

consider that some such control task executions and resulting
actuation can be intentionally skipped for possible benefit in
terms of co-schedulability of control loops. Fig. 2 presents the
real-time operation of such a control loop under intentional
control execution skips. In the presence of a control execution
skip at (k4 1)th instance, the closed-loop system in (2) evolves
as x[k + 1] = Ax[k] 4+ Bu[k], X[k + 1] = Ix[k] + Ou[k] +
Oylk], wulk+ 1] = Ki[k + 1] . I and O are identity and
zero matrices with the same dimensions as A, B, respectively.
Therefore, the augmented closed-loop system under control
execution skip progresses like below

o I (&)

X[k + 11 = Ao XIK], Agp = [A BK].
To assess the system performance under control execution
skips, we need to model the system as a discrete-time system
(sampling period &) switching between the closed-loop aug-
mented characteristic matrices A1 from (4) and Ao j, from (5).
An example is presented in Fig. 2. Here, after executing
the control task at kth and (k + 1)th instance, we skip the
control executions at (k+2)th and (k+3)th sampling instances,
then the augmented closed-loop system state at (k + 4)th
instance becomes X[k + 4] = Ao rAo,nA1,1A1,1X[k]. Here, we
use the control input computed at # = (k 4 1)k for the next 3
sampling instances, i.e., between the time ¢ € [kh, (k + 3)h).
Again, the control input is computed at ¢+ = (k + 3)2 and
used up to the time ¢ € [(k + 3)Ah, (k + 4)h) (i.e., the next
sampling interval). We express this switching control sequence
as aperiodic control execution skipping sequence (ACESS).
Definition 2 (ACESS): An [ € N length ACESS for a given
control loop is a sequence p € {Op1, 1n1, - .., Oppr, th}l. Here,
{hl, h2, ..., hM} are the sampling periods of its available set
of feedback controllers; Vi € {hl, h2,...,hM}, 1, denotes
a control execution when the augmented closed-loop system
state X progresses for i time duration following (4), and 0y,
denotes a skipped execution when X progresses h duration
following (5).
Now, the aforementioned aperiodic control sequence can
also be expressed as 1;,1,0405, such that X[k + 4] =

sto A pA0. A1 KALRX[K] = A(z) hAl,hAl,hX[k]~ Here, the aug-

320

321

322

323

324

325

mented state is periodically controlled at t = kh and (k + 1)h
and evolves in continuous time following (Ao,h)2 x Ay, until
the system states are sampled for the next control execution.

III. METHODOLOGY

Our methodology employs periodic activation with suitable
control gains (designed for different sampling rates) along

with aperiodic activations to the control tasks depending on
their performance degradations.

A. Overview

A brief overview of the proposed methodology is illustrated
in Fig. 1. The 1,2,3 marked boxes denote the offline part
of the methodology, and box 4 denotes the online dynamic
scheduling algorithm. The red dotted (top) part inside box 4
shows how two control tasks corresponding to two different
control loops are scheduled with certain activation patterns in
a shared platform. The green dotted (bottom) part inside box 4
shows the updated activation patterns assigned to these control
tasks based on their control cost deviations. For this 2-task
setup, observe that control task 1 is scheduled with an ACESS
with two skips and control task 2 is scheduled with high-
frequency (i.e., small periodicity) periodic activations. Our
online algorithm updates their activation patterns following
the steps below. 1) It observes whether there is any deviation
w.r.t the performance metric, e.g., LQR control cost [see (3)]
of closed-loop 1 due to some external disturbance. If the
deviation goes beyond a tolerable cost margin (marked with
a red dotted line in the left side cost plot), an aperiodic
activation with fewer skipped executions is assigned (utilizes
more bandwidth than before). 2) If the processor utilization
goes beyond a fixed budget due to this higher-bandwidth
assignment, the algorithm deploys an activation pattern with
increased periodicity/lower frequency to control task 2, which
consumes a lower bandwidth than before. Doing these requires
the following two important components. 1) A library of
possible ACESS-s for every control loop so that each of them
is safe and performance-preserving. This should preferably be
given with a finitary representation for resource-constrained
implementation (box 3 in Fig. 1). 2) For this, we need a set
of switching constraints that ensure stable switching across
multirate controllers and ACESS-s (boxes 1 and 2 in Fig. 1).
As shown in Fig. 1, from such a library, represented in the
form of an automaton for each control loop, our methodology
chooses suitable ACESS as well as sampling periods while
satisfying the timing constraints.

B. Aperiodic Control Executions—Subsystem View

To generate a sequence of performance-preserving aperiodic
control activation for a periodic control task, we visualize
the control loop as a system, switching between multiple
subsystems. Each subsystem represents the control loop under
a certain number of consecutively skipped control executions.
We consider this evolution of an augmented closed-loop
discretized with a fixed sampling period, under aperiodic
control execution, as a control skipping subsequence (CSS).
The subsystems are chosen such that their time and frequency
domain characteristics always ensure safe transient behavior
(i.e., by confining system states within Rfe)-

Definition 3 (CSS): A CSS in an [l-length ACESS p is an
i-length subsequence having the form 15,(0,)'~!, i < I. Like
ACESS, 1, signifies the execution of a controller designed
with the sampling period 4 and its augmented state progression
following (4). The following Ops signify the actuation of the
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last control input once in each of the next (i — 1) sampling
instances (i.e., (i — 1)h time) such that the states evolve at
every sampling instance following (5).

Example 1: Consider an /[ = 7 length ACESS p =
14i17i0niOni15j0n;15; that spans for 7 sampling instances, i.e.,
during ¢ € [khi, (k + 4)hi 4+ 3hj) it follows the CSSs, 1j;, at
position p[0] signifying a control execution and state evolution
using A1 pi, 14i0ni0p; at positions p[l], p[2], p[3] signifying
a control execution and state evolution using Ajgon =

390 A(Z),hiALhi, 14j0p; at p[4], p[5], signifying a control execution
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and state evolution using Ajg n = A(])’thl,hj and 1y at p[6]
signifying a control execution and state evolution using Ay ;;
(see Fig. 2). Note, corresponding to each such i-length CSS,
1 hO;;l, the controller executes once followed by the continu-
ous evolution of the plant over a time window of i x & instead
of h, where the same control input is actuated once every h.
Hence, X[7] = Ay pjA10,nX[4] = A1 3jA10,1jA100,7iA1,,iX[0] =

(A0.1)) A1 1j (Ao.n)) "AL 1 (Ao, ni) At ki (Ao, ni) *A 1 niX[0].
i1—1
11—

To generalize, for an [-length ACESS, p= 1,110,” 151
O 10 - 1Oy such that 1 = YN i
(i.e., p contains total N CSSs), a closed-loop
dynamical system, discretized with a set of sam-

pling periods {hl,h2,..., hM}, behaves like a switched
system having state evolution of the form: x[I] =
(Ao m)™ ALt - .. (Aon) 2 A1 (Ao )~ Ay x[0].

Note that each g-length CSS 1 hoZ*l in an ACESS (for any g €
77) is defined for a certain sampling period /. This essentially
represents a closed loop that actuates the control input once
in every h duration for gh duration and the control input is
computed by a controller designed with & sampling period. We
perceive this as a subsystem 0, ,, for any g € Z*. For example,
under the ACESS 1p;14;0;04i14;0p15; as demonstrated in
Example 1, the closed-loop evolves according to the following
subsystem switching sequence: 0y 5, — 035, — Qz’hj — Ql,hj.

C. Stability Analysis of ACESS-s as Switched Systems

Let ® = {61, 02, ...} be a set of subsystems where any gth
subsystem 6, = 6; ;, represents the dynamics of a closed-loop
system with a sampling period & € H and following a CSS
10™=L, i € N. Here, H, N are a set of chosen periodicities and
lengths of CSSs, respectively. To enable switching between
all possible combinations of sampling periods and CSSs, we
define ¢ = (i,h),i € N,h € H, such that all possible
combinations from N x H are present in ®. Each of these
subsystems is linear in nature [follows (4) and (5)]. We present
the detailed stability analysis for a switched system comprising
subsystems in ® in a discrete-time setting. We represent such
a system as a switched linear system like the one below

X[k + 1] = Ay (X[K]), o : k> N, k> 0. (6)

Here, o is a switching signal. o (k) = g signifies that at kth
sampling instance the system is in gth subsystem 6,, i.e., X
evolves using a controller designed with the sampling period
h and following a CSS 1071, when q = (i, h). We define
N, (K', k) as the number of switching to 6, within k'th and
kth sampling instances. Thus

No,(K', k) < Nog + Ty (K', k) /4, (7

where Ny, is chattering bound for 6,, T,(k’, k) is the total
time spent in 6; and 74, is a minimum time duration that the
switched system stays in the subsystem 6. Note that the mini-
mum time that the switched system dwells in every subsystem
is subsystem-specific. This minimum dwelling duration is
known as mode-dependent average dwell time (MDADT) [15].
The MDADT for ¢, is denoted with 74,. For constraining
the MDADTSs of a set of subsystems (e.g., ®) to ensure a
desired performance bound while switching within them, we
use MLFs.

Let there exist a radially unbounded, continuously differen-
tiable, positive definite function, V,(x(k)), such that V,, : R" —
R for all §, € ©. If there exist class Ko functions «i, k2,
and switching values o (k,) = ¢, a(kp_ ) = ¢/, where k; <
kp, q # q', 04,04 € © are two different subsystems, then
V8, € © the following holds:

k1 ([|x(]]) < Vy(xk)) < ia(|lxB) ) (8)
AVy(x(k)) < ag Vy(x(k)) s.tay #0 9)
V,(x(k) < g Vg (x(k7)) V6, € © for ju, > 1. (10)

In simpler words, V,-s are subsystem wise MLFs respect-
ing (8)—(10). In (9), for stable subsystems, 0 <1+ a4 <1
and for unstable subsystems 1 + «; > 0, where «, is a
function of the minimum attainable exponential decay by
6, [15]. Extending the MDADT-based asymptotic stability
criteria from [15, Th. 2], we claim the following in order to
maintain the desired GUES while slowly switching between
subsystems in ®.

Claim 1: For the switched system in (6) having subsystems
with MLF V,(X[k]) satisfying (8)—(10), the following criteria
need to be satisfied in order to ensure a desired GUES
margin y while slowly switching between a set of subsystems:
1) for every gth subsystem, there exists a lower bound
of the corresponding MDADT T4, = (Inpg/[11n (1 + )]
and 2) the switching should follow a minimum dwell time
ratio v = ([Iny™ —Iny]/[Iny —Iny~]) between the total
dwelling duration at stable 1and unstable subsystems, where
Y~ = maxgeo- [(1+aguy ™

(1/7ay)
O[q),uq 1.
Proof: From (9) and (10), for k € [k, ky11) we can write

] and y* = maxgep+ [(1 +

Va(k) (x(k)) < (1 + aa(kp))Ta(kp) (k) /’LU(kp) Va(k;) (x(k;)>
(11)

Unwinding (11) over the switching interval [kg, k) will have
the parameters 1, and o, repeated in the above equation as
many times as the gth subsystem 6, will be switched into.
Hence, using the definition of MDADT in (7), and the total
number of subsystems in ® as M, we can rewrite the above
equation as we get

Ta ®) (kpsk) Nf’p (kpfl ’kp)
o (kp)
No (0) (ko.k1)
1%

(1 +a0(p—1)) M1y
Nog (ko &)

To 0 (ko k o
(1 + et0) @ Vo 1) ko)) 1

No(p) (kp k)

Va(k)(x(k)) = Mo(k) (1 + Olg(p))

Top—1) (kp—1.kp)
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=

—<

Nogy (ko.k) Ty (ko.k
(g™ (14 atg) 5 Ve e ko)

<
Il
-

M N1 } T\ Ty (koK)
Se{zq_l vt 1_[ ((1+oti)ﬂqdq> "

qe®~

l_[ ((1 + “q)“t?q

qe®t

Ty (ko. k)
)" Vet (ko).

M
If we set, K = e iz NogIn i} gpnd

1
T = Z Ti(ko, k), y~ = max | In (1 +aq),bbl;dq (12)
qe®~ qe0~
1
Tt = Z Ty (ko, k), yT = max|In (1 +O‘q),bbqrdq (13)
geO+ qe®t
= Vo (6(0) < KeC T TV, ) (x(ko))
< ice[y(kfko)]Vg(ko)(x(ko))- (15)

Sincey™ <y <0 qu®_1>y_>y_22(l+aq)>0

7 In
dq Hq
Mg =7~ =T, > —F7—— - (16)
T (T4 ay) T I (1 + o)l
Since y* >1landVge OF, 0 <oy =1 < (1 +ay)
1
o 1 In w
S ... 17
o= = (1+ay) =" (1+aq) {an

Note that 7~ and T™ represent the total running time into
the stable and unstable subsystems, respectively. Therefore,
from (14), we have the dwell time ratio, v, between the
stable and unstable subsystems as, v (T~/TT) >
(IyT —vl/ly —y~D. From (15) and the definition of
GUES [6], we can conclude that Vi, (x(k)) converges to zero
with the desired margin of y as sampling instance k — ©o,
and consequently we get the lower bound of the MDADT 1,
forg e {1,2,..., M}. [}

For arbitrary switching, the following must hold.

Claim 2: A switched system in (6) that arbitrarily switches
between subsystems should have a CLF for all its switch-
able subsystems that satisfy (8)—(9) and V,(x(k))
Vg (k™)) ¥6y,6, € Oy s.t. Oy C O in order to maintain
the desired GUES decay margin of y while switching among
them arbitrarily [12].

Proof: The proof of this theorem can be established fol-
lowing the previous proof, considering g, = 1 for all gth
subsystem in ®y, which is a subset of all subsystems ©
(mandates a zero dwell time or arbitrary switching to and from
each subsystem in ©) [12]. [ |

D. Computing Stable Switching Rules for Safe Subsystems

Once we have chosen sets of periodicities for each control
task such that their corresponding discrete-time closed loop
systems are controllable, we can design stabilizable LQR
controllers and Kalman gains. In each case, it must be ensured
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Fig. 3. Schematic of CSA.

that the augmented states of these closed loops (i.e., actual and
estimated states) remain within a safe operating region Rsafe.-
For each of the sampling periods for a system, we can find the
maximum bound of CSS length for which the safety property
is maintained. To achieve the desired decay rate of y while
switching between multiple subsystems in ®, we can calculate
required MDADT t,4 4 using (16), Vg € N x H such that X[k]
Rsate Vk, ko € ZT, k > ko, i.e., the augmented state always
remains confined within a common safe operating region for
a given control loop. We consider guadratic MLF candidates
for all subsystems, ie., V, = XTPqX, where P, > 0. To
achieve this, in accordance with Claim 1, we need to estimate
a minimum possible (g, > 1 such that the following linear
matrix inequalities (LMIs) have a positive definite solution
for P,, given the values of oy = A%nax’q -1, V0,0, €
©. Here, Amax,q is the maximum Eigenvalue of discrete-time
subsystem 6,

AlPA — Py < ayPy Py < pgPy. Py>0. (18)

Therefore, if we switch between the subsystems respecting
the derived MDADT and the dwell time ratio (when there are
systems with a lower-decay rate than desired), it is guaranteed
to maintain the desired GUES. The sets of subsystems for
which there exists a valid P > 0 for solving the LMIs in (18)
with each uy, = 1 (i.e., share a CLF) can switch between
themselves arbitrarily. Since each of the subsystems is chosen
such that they keep the system within a safe operating region,
the switching is also expected to maintain the desired safery.

E. Formalizing Stable Switching Rules as Automaton for
Safe and Stable ACESS Generation

Let, ©® = O¢r U Oyyr, where Oy is the set of subsystems
that have a CLF (supports Claim 2) and ®,,; is the set
of subsystems that can only have MLFs (does not have a
CLF and supports Claim 1) given the GUES decay rate y.
Note that some subsystem 6, can belong to both in ®. and
Oy since they may support fast switching within one set
of subsystems (€ ®) and slow switching between different
sets of subsystems (€ ®y) respecting the stability and safety
criteria (see Fig. 3). Solving the constraint satisfaction problem
explained in Section III-D (see (18)), we calculate the MDADT
T4, for each such subsystem 6, € ®,,; (that we denote with
04,mir) and the dwell time ratio v. For 6, € Oy (that we
denote with 6, ), the required minimum dwell time is the
same as the time span of the corresponding CSS, i.e., ih for
10=1 if ¢ = (i, h), where A is the sampling period for 0y

All possibilities of rule-based switching between subsys-
tems can be captured in the form of a finite state generator
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automaton. The traces of this automation are essentially timed

sequences of switching among subsystems or CSS switch-

ing sequences that maintain the required decay by ensuring

dwell time and dwell time ratio, respectively. Since such a

CSS/subsystem switching sequence generates a safe and stable

control execution skipping sequence, we term it CSA. In

Fig. 3, we provide a schematic structure for this CSA T

realized with m’ stabilizable locations in Oy and m locations

in ®yr. By reusing the notations of the subsystems as the
notations for the locations to represent their equivalence, we
define the CSA as follows.

Definition 4 (CSA): A CSA for a control loop is a finite
state automaton 7 = (L, {6}, {6o},C,V, E, Inv) where as
follows.

1) L =0 U{6H} is the finite set of locations that denotes
the underlying subsystems.

6o is the only member of the set of initial locations and

the set of accepting locations. It is a dummy subsystem

that contributes to the ACESS-s with O length and 0

minimum dwell time and helps to synthesize ACESS-s

starting from (ending at) any subsystem.

3) C={c, c,p,p'}e R are the set of real-valued variables
that are used to keep track of real-time during system
progression, termed as clocks. The clocks ¢, ', p,p’
are used to keep track of global time, local time at
each location/subsystem, total dwelling time in stable
subsystems, and in unstable subsystems, respectively.

4) V ={a, b, s}e ZT is a set of variables other than clocks

that are used to keep track of total ACESS length, the

count of Os, and whether the destination subsystem is
stable (s = 0) or not (s = 1), respectively.

Inv(6,) = (Invsafety Inv?en, Inv?m) is the invariant tuple

at the gth location/subsystem. For InVSafety and Invfen,

the subscripts refer to the rule it enforces at each 6, € L.

Invy, enforces a maximum dwell time ratio if 6, is

unstable such that a desired ACESS length is respected.

All of them should hold frue to stay in 6,.

€ € {(L\Opp) X GX R x (L\ Opip)} UL\ Ocp) X G X

Rx (L\Ogy)} is the set of transitions/edges. A transition

from 6, to 9; is denoted by, &,y = (04, Ggy» Ryq» 0y) €

&, where G, represents guard condition and R is the

reset map. Note that there exists no &y € €.

The guard conditions are defined as

qq’

glen gf gsdfe
qq

glen gf A g@afc

2)

5)

6)

7)

QO+ when 04, 0, € L\ Oy

D,
“ when 6, 60 € £\ Opy.

Here, glen is true when the transition between two
locations in ®,,;s U6 or between two locations in © U
0o is possible, respecting the desired length and other
requirements, i.e., MDADT of the destination and dwell
time ratio. If the MDADT of 94 cannot be covered or
the dwell time ratio cannot be maintained (in case of
unstable 0/ ,)» for the desired length of ACCESS, glen

evaluates to false. A true value of Qqu denotes that
the minimum dwell time required for 6y ¢ or Oy is
maintained during the transition from 6, to 9(;. Note that
the minimum dwell time for a 6, oy is ih if 6, = 6;

— A 4 A A
L7
p s g
A [ [
| I— — »>
» ) | h=0.02s |h=0.02s |h=0.02s | h=0.02s |h=0.02s | h=0.02s | h=0.028
(7] . . . ©
| 1w [ 1,007 {1200 [1a007 | 1,(0p) |
i CSs1, i=1 CSS2, i=1 CSS3, i=1CSs4, i=1 CSS5, length i=3
3 g |8=1m) |Bti=1m) |=1m) |Bi=1m | Bi=3,n) |
2 = =
! Allowable for ACESS length =7 & X € Ryare

MDADT of 65 0.0y = 0.06s

Fig. 4. ACESS with MDADT constraint: Trace 1 in Example 2.

(for 6y it is 0). g ,+ 1s evaluated when the destination
location 9[; is unstable. It evaluates to frue if there is
enough length remaining to maintain the dwell time ratio
when there is a transition to an unstable subsystem. The
variables from V are used to evaluate the length, the
local clock ¢’ is used to maintain the MDADT related
guard, and dwell time ratio related guards use p, P € C.

94’ aq’
The reset maps are defined as, R,y = Ry, A Ry, A

R?ql A R%/ Here, Rfeqr; is used to update the a,b € V
to count the length and number of zeros in the ACESS
during the current transition. qu’ resets the indicator
variable s € V if 6, is stable or 6 and sets it otherwise.

q
Finally, Rdtr’ Rz

8)

3/ update p,p’ € C and ¢,¢’ € C to
maintain current dwell time ratio and dwelling time of
6, during the current transition, respectively.

CSA fundamentally is an extended version of timed
automata that uses discrete variables along with real-valued
clocks [17]. From a language theoretic point of view, we
designate 6 as the starting and accepting state of the automa-
ton by ensuring the guard Goy, Goo V6, € O \ 6y. These
location invariants and transition guards are generated based
on the computations done for a closed loop control task in
Section III-D. Therefore, an ACESS satisfying the original
GUES requirement y within a safe operating region Rafe 1S
essentially created by concatenating the CSSs corresponding
to each subsystem transitioned through in any cyclic trace in
this control skipping extended timed automaton CSA starting
and ending at 6.

Example 2: Consider a CSA with set of locations {6,
Otmif> O2,mif» O3,mifs Oamifs O1,cifs O2,ctf, 03,c1r} € L, where
01 = 01,002, 2 = 02002, 03 = 02004 and 04 = 630.02.
Among these, the first three have a CLF for a GUES decay
rate. The MDADTs for 61, 62, 03, 64 are 0.06, 0.08, 0.08, 0.06
sec, respectively, while the dwell time ratio is 1.5 to maintain
the given GUES.

CSA Trace 1: A sample CSA trace of length 7, generated
by slowly switching among the subsystems/locations € O,y
along with its corresponding ACESS and task activations, are
shown in Fig. 4. The topmost plot in Fig. 4 denotes this control
task activation sequence of length 7 that is generated from this
slow switching. Note that the task instances arrive in every
0.02s interval, denoting a control execution with sampling
periodicity 7 = 0.02 s. At the last two arrival instances, the
executions are skipped, denoting the corresponding ACESS
to be “(10.02)*10.02(00.02)>”. As shown in the middle plot of
Fig. 4 the system follows the CSS 1;,_¢ o2 of length i = 1 for
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A A

A A A
x a o
>
< > < > LB >
o | | h=0.02s h' =0.04s h' =0.04s h=0.02s | h=0.02s
(2] % o .
9 1,00 | 1,(0,) [ 1oy
= CSS1,:i=1 CSS 2, lengthi=2 CSS 3, lengthi=2
Q
§ & = Bi=2,n") | Buzany |
= No MDADT mandate, Allowable for ACESS length = 8 & X € Rgqfe
Fig. 5. ACESS with multirate + CLF constraint: Trace 2 in Example 2.

4 sampling iterations and follows the CSS 1;,_0,02(0;1_0,02)2
of length i = 3 for the next 3 sampling iterations. This
corresponds to the cyclic CSA trace (0y,a, b,c,c’,p,p/,s =
0)— O mf.c = 0.1, = 0.1,a = 4,b = 0,p = 0.08,

e p = 0,5 =1) >Osmy,c =016, =006,a =7 b=
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2,p=014,p =0,s = 1) —>(@,c = 0.16,c = 0,a =
7,b=2,p =0.1,p) = 0.06,s = 0). The bottom-most part
of Fig. 4 shows this trace without the starting and ending 6.
Starting from 6, the system spends ¢/ = 0.08 s in 6;, which
evaluates to (10,2)4. Following this, it enters subsystem @4,
since 1) as per Qllei this does not violate the desired length,
i.e., value(a) + 3 < 7 (remember 64 = 63 ¢ 02 which evaluates
to CSS 10.02(00.02)2 of length i = 3); 2) as per the dwell time
constraint g,lj, value(¢’) = 0.08 > 14, = 0.6; and 3) as per
Qslffety, Inv;‘afety, the augmented system states are within a safe
operating region in that time window. Then, CSA transits to
0o as value(a) == 7 (i.e., G** = true) and we get the ACESS
(10.02)*10.02(00.02)*.

CSA Trace 2: Another task execution sequence corre-
sponding to an ACESS of length 8 is shown in Fig. 5.
The ACESS is generated from the CSA by fast switching
between subsystems € O.y. Here, the closed-loop system
switches between a controller with sampling period of 0.02
s and a controller with sampling period of 0.04 s. For both,
it deploys (14=0.04)0=004)! and then (1,—0.02)0r=0.02)" as
CSSs. Corresponding, cyclic timed trace of this CSA is
(o, a,b,c,c',p,p',s =0) =1, ¢, =008, a=4,b=
0,p =008,p = 0,5 =0 =>(O3q,c =02 =0.12,
a=8b=2,p=0.12,p =0,5s = 0)—>(y,c =02, =
0,a=8,b=0,p=0.2,p/=0,5s =0).

In the following section, we present an algorithm that
generates ACESS-s for each control task scheduled in a shared
execution platform from their CSAs.

FE. Algorithmic Framework for Task-Wise ACESS Scheduling

A CSA generates all possible safe and stable ACESS-s for
a control task given with certain performance criteria and
length requirements. Considering the subsystems/locations as
vertices along with their transitioning edges, the CSA can be
imagined as an almost complete graph with |®| nodes and
|€] many edges (complete, since all vertices are connected
but some edges may be infeasible based on guards). Hence,
an algorithm designed to look for a valid trace (i.e., safe and
stable ACESS) of such a finite state automaton using DFS
takes O(|®|+|&]) ~ O(nfnax) time. Here, npax is the maximum
possible subsystem count for a controller. To achieve a linear

Algorithm 1 Performance-Aware Dynamic Task Scheduling

Input: Task set 7S={Ty, To,--- , Tc}, MO, {@g), VT € TS}, task specs. Specs =
{spec(j)\spec(/) = (h(/), /JU), CU)’J(/)’JIYIZ’JI(I/a)WTj € TS}, utilization budget Uj,
Output: Updated Specs with schedulable ACESS-s {(h%), p))vT; e T5)
1: utils, newUtils <[ 1,[ ]
2: sort(TS, priority, descending)
3: for each j < K do
4: utils[j] < GETUTIL(T}) > compute task wise Utils.
5: J0 LQR cost for current states of z; following Eq. (3)
6 ifJD =77 then
u
7
8
9

newUtils[j] < utils[j] x % > util. increment for high cost
J
else newUtils[j] < utils[j]
: end if
10: end for
11: if SUM(newUtils) > U, then > If utilisation beyond budget
12: j <K > start from lower priority tasks
13: for each j/ > 0 ,]0
14: if 700 < 79" then
s
15: newUtils[j'] < utils[j'] x jg,,; > reduce util. if low cost
J,

16: end if 1
17: end for
18: end if
19: if SUM(newUtils) > Uy, then > If util. still beyond budget
20: utilAdjFact < Uy, /SUM(newUtils)
21: newUtils < utilAdjFact x newUtils > scale down task wise Util.
22: end if
23: for each Tj € TS do
24: Oljl < GETNEXTLOC((—)(()’), o0y > next switchable subsystems
25: if newUtils[j] > utils[j] then
26: M{j] < GETACESSMIN(M Y, newUtils[j], ®gljl,len(p))
27: else M [j] < GETACESSMAX(M D) | newUrtils(jl, Ogljllen(p¥)))
28: end if
29: end for
30: HP < findMinCommonHP(M) > find common HP for TS

31: for each T; € TS do

Specsijl.(hD, o0y — MEIHPIO]
. end for

. return Specs

> deployable new ACESS-s

order implementation of this algorithm, we do the following
offline preprocessing.

1) Offline Preprocessing With Practical Assumptions:
1) For a control task 7; € TS, we store the set of arbitrarily
switchable subsystems starting from a current subsystem
e(h(f),n@) € O following Claim 2 in ®(h</>,n(i>)- This collec-
tion of single step reachable subsystem set © ) ,i) VIj €
TS, is stored in a hash map ®¢, where the key is the current
subsystem and the value contains the set of subsystems.
@(()/) = {{(hD, nD) : ®<ho>,no'>>>-~-Vn(j? e N, hi) ¢ 7Oy,

We define a method GETNEXTLOC(@&D

set of subsystems from this hash map @g) (input), that can
be arbitrarily switched into, starting from the last visited
subsystem of an ACESS p; (input) in O(1).

2) There exist different ACESS length choices for each
T; e TS given a fixed hyperperiod choice, corresponding to the
sampling period choices of T;. We can generate all possible
ACESS-s for each of these length choices from the CSA 7%
given a hyper-period (HP) choice. We compute their processor
utilization and group them w.r.t their processor utilization.
Each group is then sorted in ascending order of their utiliza-
tions. We further group these ACESS-s w.r.t. their starting
subsystem (after 6p). Each group with the same utilization and
starting subsystem is again subgrouped w.r.t their HPs and
sorted by the ascending order of HP-duration. The resulting
data structure MY is a map of maps. The tuple containing

, pj) that outputs the

717

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

738

739

740

741

742



74,

@

744

74

@

746

747

74

3

749

750

75

752

753

754

755

756

757

758

759

760

76

762

76!

@

764

76!

a

76!

>

76

N

76

@©

769

770

77

772

773

774

775

776

777

778

779

780

781

782

783

784

785

786

787

788

789

790

791

792

793

794

795

796

797

798

799

800

ADHIKARY et al.: REVISITING DYNAMIC SCHEDULING OF CONTROL TASKS

utilization (util) and starting subsystem in each ACESS-s (i.e.,
after 6p in CSA) is the key and another list of maps are
values in the outer map. The inner map uses HPs as key, and
the ACESS length (len), the corresponding set of ACESS-s
as values like following: MO = {(util b1, Ostart) : {HP 2
{(len 13, {p1,02---}),....},...,},...,}. The outer list of
maps M is sorted in ascending order of util, denoted by | 1.
The inner list of maps is sorted in the ascending order of HP,
denoted by |,. The values against each key in the inner maps
are sorted w.r.t. the length of the ACESS, len, denoted by | 3.

We create method GETACESSMIN(MY, utilmin, Ostarts
lenyin) to generate the list of all possible ACESS-s with
a minimum utilization utily;, (input), starting from the
subsystem Ogar¢ (input) and having a minimum length of lenmin
(input), grouped by HPs from M (input). Another method
GETACESSMAX (MY, utilyax, Ostart, 1€Nmax) generates the list
of all possible ACESS-s with a maximum utilization utilpax
(input), starting from the subsystem 6Oy (input) and having
a maximum length leny,y (input) grouped by HPs from M)
(input). Considering that the maximum number of entries of
utilization-keys in M is mpa, both these methods take
O(log(mmax)) time since the maps MWs are sorted w.r.t
utilization. Note that we can fetch the ACESS-s corresponding
to Ogare or a HP key in O(1), resulting in an overall O(log(mmax))
complexity. Now, we present an online algorithm to dynamically
schedule ACESS-s to control tasks based on their performance
degradations using these data structures.

2) Performance-Aware  Dynamic  Scheduling: For a
feedback-driven ACESS deployment from CSA for each of
these control tasks, we propose Algorithm 1. Performance
degradation caused by external disturbances increases the
control cost of a task. In such scenarios, the controller needs an
increased number of executions (i.e., higher frequency/more
I’s in the corresponding ACESS-s) to reduce the performance
degradation and, thereby, the control cost. Consequently,
it demands a higher-processor utilization. To achieve this,
Algorithm 1 takes the following inputs.

1) The set of K control tasks TS = T, T», ..., Tx that are
to be scheduled dynamically in a given platform.

A list of ACESS-s M for each T; € TS sorted in the
order of utilization, length, etc. .

The list of arbitrarily switchable subsystems @g) from
any subsystems of each T;. As mentioned earlier, the
list of arbitrarily switchable locations for the last visited
location of an input ACESS can be fetched from this
list in polynomial time.

Current task specifications Specs = {spec?|spec?) =
(h(j), p(f),c(/),JU),Jgg,J[(;)). Here, h(i), p(/),c(/) are the
current sampling period, the current ACESS used, and
the execution time for the task 7j. J (/), Jg;, Jl(llj) are the
current LQR cost, the upper bound and lower bounds
for the LQR cost for T;.

The utilization budget U, depending on the scheduling
policy. Any violation of the upper bound of LQR cost
directs Algorithm 1 to try and mitigate the violation with
a suitable ACESS choice. In such cases, tasks which will
be used for relinquishing bandwidth are ones with costs
less than the lower bound.

2)

3)

4)

5)

We start by initializing new arrays utils, newUtils to store
the current and desired utilisation of each task (line 1). The
task set is then sorted in descending order of their priorities in
the shared execution platform (line 2). Starting from the task
with the highest priority, for each task, we compute its LQR
cost following (3) and store in J9 (line 5). The utilisation
of the jth task is computed using GETUTILS() and stored
in utils (see line 4). If the control cost of a higher-priority
task 7; is beyond its tolerable upper bound J;’g (see line 06),
Algorithm 1 increases its utilisation by a certain factor. The
factor is calculated using the ratio between the actual cost
and its given upper bound. The scaled-up utilisation is stored
in newUtils (see line 7). Since the control cost of this task
is beyond the tolerable upper bound, the multiplying factor
is always > 1. This ensures the newly assigned utilisation
is higher than the current utilisation (both are naturally less
than Up). If doing the above for all control tasks surpasses
the total utilisation budget, we do the opposite in the case of
the lower-priority tasks (i.e., (X — j)th task from the sorted
TS, see lines 11-18). If the LQR cost J© for a lower-priority
task 7; is below its allowable lower bound Jl(lla)’ the utilisation

of the task is reduced by a factor of (JO /]1(}];)) (see line 15).
Suppose the total utilisation of the newly assigned task, i.e.,
SUM((newUtils), is still more than the utilisation budget U,
(line 19). In that case, utilisation for each task is scaled down
by a factor of Up/SUM(newUtils) (see line 21).

In lines 23-29, we derive possible sets of ACESS-s for each
task based on the assigned bandwidth utilisation. First, we
fetch the list of subsystems for each task, from which we can
start in the next HP. We use the GETNEXTLOC() method to
compute the arbitrarily switchable subsystems from the last
subsystem visited by o and store them in @g[j] (line 24). We
fetch the ACESS-s for the tasks assigned with an increased
utilisation using the GETACESSMIN() method. As mentioned
earlier, given the set of curated ACESS-s for the control task
T; (generated from its CSA) in the form of a list of maps
MV, the GETACESSMIN() method gives us a set of ACESS-s
having a minimum utilisation newUtils[j], starting from ®g[;],
and with a minimum length same as of p (see line 26). They
are stored in M[j] as a map, having the HPs as keys and sorted
in ascending order. We fetch the ACESS-s for the tasks that are
assigned with reduced utilisation using the GETACESSMAX()
method and store them in M(j] in a similar format (line 27).

The lists of newly computed ACESS-s for each task can
have multiple possible HP choices. We find the intersections
of the sets of keys in M[j] VI; € TS using the method
FINDMINCOMMONHP() and store the minimum HP from this
common set in HP (see line 30). In lines 31-33, we find an
ACESS from M][j] stored against this common HP key. We
update the specification of each task specs'”) with this ACESS
and its corresponding sampling period in line 32 (remember,
we use ACESS-s having fixed sampling period in a single
HP) and finally return the updated task specifications Specs
(in line 34) for deployment in the next HP.

Complexity Analysis: Note that the task-wise utilizations
can be calculated using GETUTIL() in O(l). Therefore,
the lines 3-10 takes O(K) time. Lines 13-18 again takes
O(K) time. As discussed in Section III-F1, the function
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GETNEXTLOC() (line 24) runs in O(1) time. Similarly, as
discussed in Section III-F1, both GETACESS MIN() (line 26)
and GETACESS MAX() (line 26) take O(log(mmax)) time
considering a maximum of mm,x utilisation entries among all
MWDs for each T; € TS. Now, consider the minimum and
maximum lengths of M{jls are m;,; , mj,,,, i.€., the ACESS-s
are grouped by minimum m;,,, and maximum m;,, many HPs.
Since they are sorted, the intersection computation method

se7 findMinCommonHP() among HP key values in M][j]s runs
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in O(my,; log(m;, . )) time. Therefore, the overall runtime of
Algorithm 1 is O(Km;,, log(m;,,..)), which is much less than
O(Kn2,,) since mj,, < mj,. < Nmax Where nmax is the
maximum possible subsystem count for each control task (see
the complexity calculation in Section III-F1).

IV. EXPERIMENTAL RESULTS

Experimental Setup: We use two resource-constrained
safety-critical CPSs, automotive and quadcopter, as our case
studies. For both case studies, we use the LQR-based optimal
control technique. The respective control tasks, along with
several other tasks, are implemented in an ARM-based 32-bit
Infineon Aurix TC-397 ECU running at 300 MHz. These tasks,
along with Algorithm 1, are scheduled for execution in the
same core of this ECU following a fixed-priority schedule.
Algorithm 1 runs with the lowest priority once in every HP. It
updates the control task schedules in the subsequent HPs. The
running time of Algorithm 1 is found to be < Ims in both case
studies. We build a 500-Kb/s controller area network (CAN)
setup that connects this ECU with an ETAS Labcar Real-time
PC, where we emulate the physical system dynamics.

Automotive Case Study: We implement four automotive
control tasks in the electronic stability program (ECU): (ESP,
maintains yaw stability), trajectory tracking control (TTC,
regulates deviation from a desired longitudinal trajectory),
cruise control (CC, maintains a desired vehicle speed), and
suspension control (SC, manages vehicle suspension in dif-
ferent road/driving conditions) [6], [18] (refer to Table I
Col.1). The performance requirements for these controllers (as
mentioned in Col. 5 of Table I) need to be achieved using
the limited processing and communication bandwidths. This
makes automotive embedded systems an ideal case study for
our performance-aware bandwidth-sharing solution. Following
the AUTOSAR mandates [19], we implement separate recep-
tion tasks that filter and receive sensor IDs transmitted by
the Labcar RTPC in CAN. On asynchronous updation of
task-specific sensor data labels, the control tasks are run,
followed by their corresponding transmission tasks to transmit
the computed control data through CAN for plant actuation.

CSA Synthesis: We start by deriving the switching parame-
ters for each of the control loops as discussed in Section III-D
to synthesize their CSAs for the desired GUES stability
criteria as provided in Col.5 of Table I. We use a random
simulation-based verification method to choose subsystems
for each control loop that always keep the system outputs
within a given safe operating region Rgfe as mentioned
in Col.5. While choosing this set of controllable sampling
periods and the maximum consecutive skips, we consider

TABLE I
IMPLEMENTATION DETAILS AND PARAMETERS SYNTHESIZED
FOR CONTROL TASKS

o5 Subsystems in CLF Subsystems in MLE | MOAPTS - Dyell time ratio, CAN
(h(ms) : CSSs) ( h (ms):CSSs ) (Samples) | OUES: Roase Data IDs
5 13 10 : 1,10,10%,107,
(10: 1,10,10%,10°, i04 10°,105),
10%,10%), <20"1 10,102 103 2LLLLT | 1,02, Rx: Ox111
ESP | (20:1,10,102,10%), 104'10‘5> T L LLLLL Side Slip Tx : 0xAl
(40:1,10,10%),(10: 1, 01, 10,102, 102, | VLI € [~1,1]rad (steering ang)
10,20 1,10,40 : 1) oy,
T, 0.9, Trajectory | Rx: OxI21
50 - 2y (50 - . 2 3 3 s J Yy
e [ G | o | bt | e | B s
(1) o ( coe ) o € [-10,10]m (acceleration)
. 2 . K 2 2.08. Rx :0x131
co [ gobmimige [mer 3 [Ny R
$1).(20:1,10) (20:1,10) g € [-5,5)m (throtle Ang)
5 . 2 3 c . 3
(20 1,10, 102, 10%) @0 T10,10%,10% | ") 108, Car R Ox141
(20:1,10,40: 1,60 : 10%), >
sC et ) 5 s | LLLL Position Tx : OxF4
1),(40: 1,10, (40:1,10,10%,10%), | '}y € [-01,0.0m | (foree)
102,10%),(60 : 1,10,10%) | (60 : 1,10,10%) o o

a delay margin that arises during actuation as observed in
our setup. We use YALMIP with the Mosek optimization
engine to solve the LMIs given in (18) to find out the
switchable subset of subsystems with MLFs or CLFs. As a
result of these computations for every control loop, in Col.2
and Col.3, we provide the switchable subsystems in terms
of periodicity-CSS combinations. In Col.2, the subsystems
that are confined within an angle bracket have a CLF and
can be arbitrarily switched. On the other hand, in Col.3, the
subsystems confined within an angle bracket have MLFs and
can slowly switch between themselves by maintaining certain
MDADTs, as mentioned in Col.4. The MDADT corresponding
to a subsystem is given in the same order as the subsystem
appears in the tuple (angle brackets), and it is derived in
terms of the number of sampling periods. The dwell time
ratios corresponding to each control task are provided in Col.5;
however, the safe choice of the subsystems disallows any
unstable subsystems in the switchable set.

Using these subsystems and their corresponding parameters,
we can synthesize CSAs corresponding to each control loop
and optimally store switchable ACESS-s as mentioned in
Section III-F1. In Fig. 6, we demonstrate the behavior of such
safe subsystem choices for suspension control. Each subfigure
in Fig. 6 plots the car position (in meters) on the y-axis
and time (in terms of sampling period count) on the x-axis.
The blue plots denote output characteristics under different
periodic control executions and the red circled plots present
the system characteristics under skipped executions. Note that
as we increase the control execution frequency (from 20 ms
in the leftmost to 120 ms in the rightmost plot), the system
stabilizes faster. On the other hand, as we increase the number
of consecutively skipped executions after the actuation/control
execution at 20 ms, the system shows some undershoot but
remains within the safe region, i.e., [ — 0.1, 0.1] (see Table I,
Col.5, Row.4). However, note that among these controllers
with multiple sampling periods, only the controllers with
20 ms, 40 ms and 60 ms and only the following CSSs,
10.02, 10.0200.02, 10.02(00.02)*, 10.02(00.02)> have CLFs given
our performance criteria.

Dynamic Scheduling and Comparison With SOTA: We
demonstrate how Algorithm 1 operates for the automotive
control tasks, with an example scenario in Fig. 7. In all
four subfigures in Fig. 7, we plot system outputs in blue
(car position for SC and side slip for ESP) on the left y-
axis and the LQR control costs with dashed gray line on the
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Fig. 7. Comparison between proposed method and SOTA. (a) SC under our
dynamic scheduling. (b) SC under skipped execution only. (c) ESP under our
dynamic schedule. (d) ESP under only periodicity change.

ss0 right y-axis, w.r.t time (in seconds) in the x-axis. In Fig. 7(a)
and (c) (left subfigures), we demonstrate system outputs
under the proposed dynamic scheduling and in Fig. 7(b) and
(d) (right subfigures) we demonstrate the effect of SOTA,
i.e., only multirate scheduling [16], [20] and only control
execution skip-based scheduling [6], [21] approaches. For our
experiments, we consider the nominal control cost observed
during steady state as the cost lower bound for each control
task. The cost observed during transient states is assumed as
allowable upper bounds.

o0 At the start of the scenario, SC is running with the controller
o1 for a 40 ms sampling period and with ACESS 10101 (utili-
sation = 3%). Due to bad road conditions, there is a sudden
change in the car position, and normalized control cost for SC
increases beyond the tolerable upper bound of 8 [marked with
orange dashed lines in top subfigures, Fig. 7(a) and (b)]. In this
situation, the online Algorithm 1 assigns more (4%) utilisation
by deploying the 20 ms controller with ACESS 1011111101
for SC, whereas the SOTA strategies that only rely on the
skipped control executions (no periodicity change) assign 5%
utilisation by deploying an ACESS-s (1o.04)° (i.e., with the
same sampling period of 40 ms). As can be seen, with our
approach, the output settles faster [cf. the settling of the blue
plot in Fig. 7(a) compared to Fig. 7(b)].

The ESP task, on the other hand, runs with a controller
of 20 ms sampling period and with ACESS 1010101010
(utilisation 2.5%) till 0.02 ms following our strategy. Notice
that its control cost is below the lower bound [orange dashed
line at 0.1 on the right axis in Fig. 7(c) and (d)]. Hence, to
provide more utilisation to SC, Algorithm 1 assigns ACESS
1000110010 (utilisation 2%) to ESP and continues the same
till 0.04 s, whereas under the SOTA strategies that solely
rely on multirate scheduling (no control skips), ESP runs
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with a controller of 40 ms sampling period from the start
and cannot reduce the utilisation since there is no controller
with any higher-sampling period that is arbitrarily switchable
from the current 40 ms controller and still operates within
the safe region (see Table I Col.2, row.1). Due to sudden
arrival/discovery of an obstacle at 0.04 s, there is a sudden
deviation in side slip angle causing a high-control cost for
ESP beyond the tolerable upper bound of 2.5 (ref. the 1000
orange dashed lines in bottom subfigures). Our methodology 1oor
deploys ACESS (19.02)'% (i.e., 111111111111 ACESS under 002
20 ms sampling period, with 5% utilisation), and the SOTA 1003
multirate strategy switches to 20 ms controller (as 40 ms 1004
and 20 ms controllers have CLF respecting given GUES, see 1005
Table 1) assigning the same 5% utilisation. But as can be 1006
seen in Fig. 7(d), the switching of the periods causes a larger 1007
overshoot, in turn causing doubled control cost compared to 1008
our strategy [Fig. 7(c)].

Quadcopter Case Study: There are three control tasks in 1ot
our quadcopter case study [22], namely, 1) altitude control 1on
(AltCon, maintains a desired height); 2) TTC (TTC, tracks a 1012
desired x-position); and 3) quadcopter stability control (QSC, 1013
tracks a desired y-position). They have higher frequencies than 1014
automotive control tasks from the previous case study and o1
consume 50% of the overall processing bandwidth. Other tasks 1016
include transmission, reception, and dummy signal (image) 1017
processing tasks that consume 38% of the bandwidth. The 1018
desired GUES decay rate y = —0.2 and safe operating regions 1ot
Rsafe spanning [2, 20], [—2, 2], and [—5, 5] m around the 1020
references of AltCon, TTC and QSC, respectively, are input to 1ozt
our proposed methodology. The ACCESS-s generated from the 1022
synthesized CSAs for the provided inputs are task-wise stored 1023
offline. The implementations and test cases can be checked at 1024
https://github.com/SunandanAdhikary/DynamicSchedulingCS Akes
We evaluate our dynamic scheduling algorithm and SOTA 102
methods in the following two scenarios of a flight trajectory 1027
spanning 70 s. Scenario 1: AltCon faces an external 1oz
disturbance that deviates the quadcopter from its desired 102
altitude 10 m during 15-18 s; Scenario 2: later, during 25-42 s 1030
OSC faces multiple obstacles in its path and changes its 1os1
desired references from 15 to —20 m. Figs. 8 and 9 plot the 1032
plant responses (on the left axis in blue) and control costs 1oss
(on the right axis in dashed gray) in these scenarios under 103
the proposed methodology and SOTA multirate scheduling 1oss
strategies, respectively. Initially AltCon, TTC, QSC follow 106
ACESS-s that utilize 16%, 11%, and 20% of the processing 1037
bandwidth, respectively.

During Scenario 1, SOTA control skipping policies deploy 1ose
the same ACESS as Algorithm 1 does to A#l/Con. This 1040
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deployed ACESS utilizes 20% of the total processing
bandwidth, which is more than AltCon’s initial bandwidth
assignment. As can be seen in Fig. 8(a), following the
deployed ACESS with higher utilisation, AlfCon successfully
stabilizes the quadcopter at the desired altitude of 10 m
even in the presence of disturbance (before 20 s). To keep
the overall bandwidth within budget, Algorithm 1 releases
bandwidth from QSC as it has the lowest priority and its
cost deviation during Scenario 1 remains below the allowable
bound (marked with a dashed green line). It allocates an
ACESS with an increased periodicity, which only utilizes 9%
of the bandwidth, whereas the ACESS deployed by the SOTA
control skipping techniques for QSC during this Scenario 1
consumes 13% (i.e., 4% more) processing bandwidth with the
same performance cost. This happens because Algorithm 1
being less conservative than SOTA, discovers more ACESS
choices.

During Scenario 2, using SOTA multirate scheduling strat-
egy makes OSC unstable due to frequent switching between
multiple periodicities. Notice in Fig. 9 that the y-position
becomes unstable and leads to unsafe behavior, causing the
cost to increase beyond the allowable upper bound (red dashed
line). As can be seen in Fig. 8(b), in the same scenario,
Algorithm 1 deploys suitable ACESS with the same periodicity
having a 16% bandwidth utilisation to minimize this cost
deviation. This newly allocated bandwidth is higher than the
bandwidth allocated to QSC during Scenario 1 but respects
the utilisation budget. By using this ACESS with increased
utilisation, OSC successfully avoids obstacles and attains its
desired y-position before 42ms, minimizing its control cost.

V. CONCLUSION

We provide a framework for subsystem identification and
finitary representation of switching constraints by considering
under a common umbrella the existing paradigms of multirate
as well as weakly hard scheduling of control tasks. This is then
leveraged to efficiently schedule control loops on resource-
constrained shared platforms. In the future, we intend to use
this automata-theoretic representation for control-scheduling

co-designs in 1) nonlinear hybrid systems and 2) more com-
plex multicore platform mappings.
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