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Approximate Conformance Checking for
Closed-Loop Systems With Neural
Network Controllers

P. Habeeb

Abstract—In this article, we consider the problem of checking
approximate conformance of closed-loop systems with the same
plant but different neural network (NN) controllers. First, we
introduce a notion of approximate conformance on NNs, which
allows us to quantify semantically the deviations in closed-
loop system behaviors with different NN controllers. Next, we
consider the problem of computationally checking this notion of
approximate conformance on two NNs. We reduce this problem to
that of reachability analysis on a combined NN, thereby, enabling
the use of existing NN verification tools for conformance checking.
Our experimental results on an autonomous rocket landing
system demonstrate the feasibility of checking approximate
conformance on different NNs trained for the same dynamics,
as well as the practical semantic closeness exhibited by the
corresponding closed-loop systems.

Index Terms—Closed-loop systems, conformance checking,
neural network (NN) controller, reachability analysis.

I. INTRODUCTION

EURAL networks are being increasingly deployed in
Nsafety critical applications for control, perception and
decision making. On one hand, they enable the handling
of uncertainty and dynamism in the environment through
retraining as more and more data becomes available. On the
other hand, this adds to the complexity of verification and
their certification. One potential way to handle the evolving
nature of neural network (NN) controllers is to provide a
mechanism to transfer safety proofs established with one
version to another. More precisely, consider a closed-loop
system (D, N) where D is the system dynamics and N is a
NN controller. Let us say that we have established the safety
of (D, N), that is, the reachable states R of (D, N) do not
intersect the unsafe set of states U. As more data becomes
available N evolves into N’, and our objective is to establish
that the closed-loop system is still correct. Instead of starting
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the verification from scratch, we want to “reuse” or transfer
the safety proof of (D, N) to that of (D, N'). One approach
to tackle this would be to establish closeness of N’ to N, and
exploit that to establish the closeness of (the reachable sets
of) (D,N) and (D, N’) and use that to establish the safety
of the two systems. For instance, if we can conclude that
the Hausdorff distance between the reachable sets of (D, N)
and (D, N’) are within ¢, then we only need to check if the
already computed reachable set of (D, N), namely, R is at a
distance of at least ¢ from the unsafe set U. In this article,
we consider a fundamental problem toward achieving this goal
by investigating the questions of proximity of NNs and how
this affects the reachable sets of closed-loop systems in which
they are employed.

First, let us consider the problem of closeness of two NNs.
The notion of e-closeness between NNs has been explored
in the literature, wherein two NNs N; and N, are said to
be e-close, if on the same input, their outputs are at most
€ apart. Several methods to check e-closeness have been
explored, including ReluDiff [1], that proposes a symbolic
interval analysis technique, StarDiff [2] that explores a geo-
metric path enumeration-based technique, and an SMT-based
approach [3]. All these works focus on NN in isolation, while
we concentrate on checking conformance between two closed-
loop systems.

It has been observed [4] that the notion of €-closeness is not
conducive to providing a bound on the semantic closeness of
closed-loop systems. Consider two closed-loop systems each
with the same dynamics D and two different NNs N; and N,
that are e-close. Our objective is to bound the distance between
the states of the systems (D, Ni) and (D, N,) after a certain
number of iterations assuming we start from the same state.
While the same input is fed to both NNs in the first iteration,
due to e-closeness and resulting deviation in their outputs, the
inputs in the next iteration are not the same. Hence, we need a
notion of closeness that can account for the deviation in inputs.
We propose the notion of (L, €)-conformance between two
NN that stipulates that the outputs differ by at most L§ + €
when the inputs differ by at most §.

Next, we wish to establish the distance between the reachable
sets of the closed-loop systems (D, Ny) and (D, N>), when N
and N, are (L, €)-close. Note that this distance is unbounded in
general; hence, we focus on a bounded number of steps, i, of the
executions of the system. The deviations in the states increase
according to a geometric progression; we use the bounds on

1937-4151 © 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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s geometric series to provide a bound on the distance between
a1 the states at the kth step of the closed-loop system.

2 The remaining part of the framework is to consider the
ss problem of establishing (L, €)-conformance between N; and
8¢ Np. Next, we consider the problem of computationally check-
ss ing whether the NNs N; and N, are (L, €)-conformant. We
construct a new NN N, which outputs pairs (8, y), where §
7 captures the difference in inputs to the N; and N, and y
ss the corresponding difference in outputs. Hence, we reduce
s conformance checking problem to a reachability problem,
o wherein we check if L§ + ¢ > y for any pair (8, y)
o1 in the output set of the combined NN. This enables the
92 use of existing NN verification tools [5], [6], [7], [8], [9],
[10], [11], [12], [13], [14], [15] for conformance checking.
94 Our experimental results on an autonomous rocket landing
o5 system demonstrate the feasibility of checking approximate
9 conformance on different NNs trained for the same dynamics,
o7 as well as, the practical semantic closeness exhibited by the
s corresponding closed-loop systems.

99 The main contributions of this work are as follows.

10 1) We propose the notion of (L, €)-conformance between

8

>

Q

9

@

101 two NNs, a notion of distance between two neural
102 networks, that allows us to bound the distance in the
103 reachable sets of the closed-loop systems in which they
104 are deployed.

1s  2) We provide a theoretical bound on the distance between
106 states in the kth step of execution of two closed-loop
107 systems with the same plant but different NN controllers
108 that are (L, €)-conformant.

109 3) We provide a method for checking (L, €)-conformance
110 between two neural networks, which includes a con-
111 struction that merges the input networks into a single
112 network and then reduces the (L, €)-conformance to a
113 reachability analysis.

1ma 4) We provide an experimental evaluation of the (L, €)-
115 conformance checking method on a set of neural
116 networks trained for an automatic rocket landing case
117 study. We report how conformance checking time is
118 affected by the size of the network, investigate how
119 the amount of perturbation in the networks changes the
120 values of ¢ for which the network pairs are (L, €)-
121 conformant, and compare the theoretical bound and the
122 actual state deviation between systems after k steps of
123 execution.

124 II. PRELIMINARIES

125 Let R denote the set of real numbers, and N denote the set of
126 natural numbers. Given a non-negative integer k, let [k] denote
127 the set {0, 1, ..., k}, and (k] denote the set {1, ..., k}. ReLU
128 activation function is defined as ReLU(x) = max(0,x) Vx €
129 R. For any set S, a valuation over S is a function v : § —
130 R. We define Val(S) to be the set of all valuations over S.
13 Let n € N. For x € R”", let x; denote the projection of x
132 onto ith component, that is, x = (x1,x2,...,%,). For x €
13 R”, the one norm on x is defined as ||x|| = > ;=] |x;|. For
e a matrix A € R™", q;; represents the elements in the ith
135 row and jth column, and the one norm is defined as ||A] =

Controller
K:R" —-R™
u(k) = K(z(k))

(k) u(k)

Plant
F:R" xR™ — R"

z(k+1) = Az(k) + Bu(k) |

Closed-loop system.

Fig. 1.

max14<n(2' ~' laij1). Given two sets S| and S5, the operation

& represents the ordered union of S; and S;. For x € R” and
yeER™ xo0y=(X1,..., % V1s-..,Ym) € R"™" Given two
functions f : A — B and g : B — C, the composition of f and
g, 8of :A— Cis given by gof(a) = g(f(a)).

III. CLOSED-LOOP SYSTEMS

In this section, we give a brief overview of closed-loop
systems, and introduce a framework for conformance checking
of closed-loop systems. A traditional closed-loop system
consists of two components, namely, the plant that captures
the dynamics of the physical system being controlled, and
a controller that senses the state of the plant and computes
actuator inputs, as shown in Fig. 1. We consider discrete-time
systems, where the system evolves for one unit time in each
iteration of the loop. Next, we formalize this.

Definition 1: A closed-loop system is a pair S = (F, K),
where 1) F : R"xR™ — R” models the dynamics of the plant,
n € N and m € N represent the dimensions of the state and
the input vector, respectively, and 2) K : R” — R" represents
the controller.

The controller senses the current state of the plant and
outputs the control/actuation value to be input to the plant.
The plant function F takes the current state of the system and
the control input as its inputs, and outputs the state of the
plant at the end of one time unit. The system starts from a
given initial state x(0) = xg. The feedback controller K takes
the initial state of the system xo and outputs an input value
up = K(x(0)) to the plant. The plant then takes the input and
evolves for a unit of time using the plant dynamics, reaching
the next state x; = F(xp, ug). This process repeats with the
new state of the system, resulting in a sequence of states that
we refer to as an execution.

Let Xo € R” be the sets of initial states, a sequence n =
X0, X1, X2, ..., is called an execution of S from Xy, if there
exists a sequence uo, U1, U2, . .., such that the following holds:
1) xo € Xo, up = K(xg) and 2) for each i > 1, x; =
F(xi—1, ui—1), and u; = K(x;).

For an execution 7, we use n[i] to denote its ith element,
that is, n[i] = x;, and thus the reachable set of the above
closed-loop is defined as follows. For each i > 1, the set

Reachg(Xp, i) = {nlil:n is an execution of S from Xo}

is called the reachable set of the system at the ith step starting
from the initial state Xj.
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179 A. (L, €)-Conformance of Closed-Loop Systems
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Our broad objective is to investigate whether two closed-
loop systems are behaviorally equivalent in the presence of
evolving controllers, which is often the case when neural
networks are deployed for control. However, it is often restric-
tive to assume that the controllers are behaviorally equivalent,
and hence, we allow some deviations in the controllers. While
equivalent controllers lead to exactly the same closed-loop
behaviors, slight deviations in the controller behaviors can lead
to nontrivial deviations in the closed-loop system behaviors.
In this section, we aim to quantify this deviation and set the
stage for applying it to NN controllers.

The classical notion of closeness for NN controllers [1], [2],
[3], [4] studies the notion of e-conformance, that requires the
outputs of two networks to be within € when given the same
input. Note that this notion of conformance does not suffice
for controllers in a closed-loop, since the € deviations in the
outputs of the controllers are fed back to the controllers in
the next iteration and we need to bound the outputs of the
controllers in the presence of small deviations in the input.
Hence, we need a notion of conformance, that states that if
the inputs deviate by at most 8, then the outputs deviate by at
most g(8), for some function g.

To obtain the form of g, we note that the controllers we
consider are compositions of linear functions and activation
functions. Let us consider the simple case where the two
controllers are linear, that is, Kj(x) = Ajx+Bj and Kr(x) =

205 Aox + By, where x € R", Aj, A, € R™*" and By, B € R"™*1,
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Note that

1K1 (x1) — Ka(x2) || = |A1x1 + B1 — Azxa — Ba|
= [[A1x1 + B1 — (A1 + D)x2 — B2l
=< A1 = x)ll + IDx2ll + 1B1 — B2l
< [lAtlllxr = x2ll + [IDx2ll + [1B1 — Ba||.

Assuming D is small (the deviation between A and A3), the
output deviation can be some L times the input deviation plus
an additive term €. Inspired by this, we define the notion of
(L, €)-conformance, that stipulates that the outputs are within
L§ + €, when inputs deviate by at most 4.

Definition 2: Let K1, K> : A — R™, where A C R", be
two functions representing the controllers. For given L > 0
and € > 0, K| and K, are said to be (L, €)-conformant if
IK1(x1) — K2(x2) || < Lllx1 —x2|l +€ Vxi,x € A,

B. Quantifying Closed-Loop Behavior for
(L, €)-Conformance

We quantify the behavior of two closed-loop systems with
the same plant dynamics, but different controllers that are
(L, €)-conformant for some L, € > 0. In order to do this, we
consider, in particular, a discrete-time linear dynamical system
for the plant S = (F, K) given by

x(k+ 1) = Ax(k) + Bu(k)  x(0) € Xy (1)
where A € R™" and B € R™"™ are time invariant system
matrices, and u#(0) = K(xp). The following result gives a

bound on the deviation of the kth elements of the executions

Fig. 2. Example NN Nj.

of the two closed-loop systems which evolve through the
above dynamics, have (L, €)-conformance controllers, and
when initiated from the same initial values.

Theorem 1: Let S1 = (F,Kj) and S, = (F, K) be two
closed-loop systems with state and input dimensions, n and
m, respectively, plant dynamics as described in (1), and the
controllers K; and K, that are (L, ¢)-conformant for some
L,e > 0. For each i > 1, let n([i] and n;[i] denote the ith
elements of the executions of S| and S, respectively, starting
from the state 11[0] = 12[0] = xp. Then the following holds
for all k > 1:

(1 — (IAIl + I BIIL)¥)

I [k] — m2[k]ll < [IBell 2

L — (Al + IBIIL)

If JA]l + IBIL = 1, then || [k] — na2[k]|l < [|Be|lk
Proof: (See Appendix for proof.) |

IV. NEURAL NETWORKS AS CONTROLLERS

Our objective is to consider controllers that are neural
networks. In this section, we provide preliminaries on neural
networks, including definitions and semantics.

Definition 3: A NN is a tuple N = (k, Act, {Si},»e[k],
{Witict» {Bitie)s {0itiek)), where 1) k € N represents the
number of layers (except the input layer); 2) Act is a set of
activation functions, and every f € Act has R as its domain
and range; 3) Vi € [k], S; is a set of neurons of layer i, and
Vi#£j85NS = B, ) Vie k], W; : S;_1 xS; — R is the
weight function that captures the weights on the edges between
the neurons at layer i — 1 and i; 5) Vi € (k],B; : Si > R
is the bias function that associates a bias value with neurons
of layer i; and 6) Vi € (k], o; : S; — Act is an activation
association function that associates an activation function with
each neuron of layer i.

The layers S, and S, are called the input and the output
layers, respectively; the other layers are said to be hidden.
We fix the following notations for the rest of this article.
Any NN denoted by N is the network N = (k, Act, {Si},-e[k],
{Wiliew), {Biliew, {oiliey) and for any j € N, N; = (kj,
Act, {S{.}ielkﬂ, {W{}ie(kj], {Bg.}ie(kj], {a{}ie(kj]). For notational
convenience, we simplify the notation assuming the values that
i iterates over are clear from the context. For example, for any
Jj € N, we will write a NN N; with k; layers as N; = (kj, Act, S},
Wi, B, o).

As an example, consider the NN Np in Fig. 2; it consists
of an input layer with two neurons, three hidden layers with
three neurons each, and an output layer with two neurons. The
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weights on the edges are shown, the biases are zero, and the
activation functions are all ReLU.

Next, we define the executions of a NN as a sequence of
valuations, each of which corresponds to values assigned to
the neurons in a layer. Given a valuation v for a layer i — 1,
[N]i(v) denotes the valuation obtained for the layer i according
to the semantics of N, which is defined below.

Definition 4 (Semantics of a Neural Network): Given a NN
N, the semantics of the layer i, i # 0, is the function [N];:
Val(S;_,) — Val(S,), where for any v € Val(S,_,), [N];(v) =
Vv, is given by

Vs € S5,V (s") = 0;(s) Z W;(s, s)v(s) | + Bi(s")

SES;_;

We define the semantics of NN N by the function
[N] : Val(S,) — Val(S,) as a composition of functions
corresponding to individual layers as [N] = [N]xo[N]x-1-..0

[NTh-

For the input valuation v(so,1) = 1 and v(sp2) = —1, the
NN in Fig. 2 gives the output valuation as v(s4,1) = 8 and
v(s4,1) = 24.

Let us fix some more notations for the rest of this article. For
a NN N, for each i € [k], let ; = {sl;l', 8i,25 + s si,,j}, and for
a NN N;, for each i € [k, let S} = {s} . 5,5, ..., 5], }. Since
any valuation v € Val(S;) is a map v : §; — R, and we have
defined the ordering of the nodes in every layer, from now on
we consider v € Val($;) as an element of RISil. Also, since our
aim is to compare the behavior of two closed-loop systems
with the same plant dynamics, but different neural networks
as their controllers, all the neural networks are assumed to
have same number of nodes in their input and output layers. In
particular, for neural networks N, N1, N2, |S)| = |S(])| = |S(2)| =
nand |§,| = |S,11| = |S,%2| = m. Hence, the semantic of a NN
can be considered as the following function [N] : R" — R™.

V. VERIFYING (L, €)-CONFORMANCE OF NEURAL
NETWORKS

In this section, we present our approach to check (L, €)-
conformance between two neural networks. First, we formally
define the (L, €)-conformance problem for neural networks.

Problem 1: Given two neural networks N; and N, two
real numbers {L,€} € R.g, and a set of inputs Z € R”,
the (L, €)-conformance problem involves verifying whether,
for all vi,v; € Z, the condition ||[N1](v1) — [N2](m)] <
L||vi — v2|| + € holds.

The broad idea to verify (L, €)-conformance between two
neural networks is to transform the problem into reachability
analysis and utilize the existing reachability tools. Given two
neural networks, N1 and N,, we construct a new NN N3 =
merge(Ny, N2) which takes as inputs the inputs of the two
neural networks v; and vy, respectively, and outputs pairs
(8, ), where § is the norm of the difference in the inputs, that
is, § = |lvi — »2|l, and y is the norm of the difference in the
outputs, that is, y = [|[[N1](v1) — [N2] (v2)||. We need to check
if y < L8 + € for every (8, y) output by the new network.
We check if the intersection of the constraint y > L§ + €

Fig. 3. Identity gadget IG example.

with the reachable set of this new network which captures all
such (8, y) pairs, is unsatisfiable. The two networks are (L, €)-
conformant if the above condition is unsatisfiable, otherwise,
they are not (L, €)-conformant.

A. Identity and Difference Neural Networks

First, we define two kinds of gadgets that we use in the
construction of the merged network merge(Ny, Na).

1) Identity Gadget (IG): One gadget we need is a NN
IG(n, r) with n input neurons that captures the identity relation
and is of length r, that is, we need the NN to output the same
values as its input. Fig. 3(a) shows a I-layer NN with this
property for two input neurons. We can repeat this structure
r times to compute an r-layer NN with identity input-output
relation. We assume that the inputs are all positive, and use
ReLU functions as the activation function for all the nodes.
Note that this NN can be appended to any NN layer with
ReLU activation function without changing its input output
semantics. As an example, consider a one-layer NN IG(2, 1)
shown in Fig. 3(a) and a repetition length r = 3. The result
of 3 repetitions given by IG(2, 3) is depicted in Fig. 3(b).

2) Difference Gadget (DG): The next network we require
is one which takes as inputs x; ¢ xp, where x; and x, have
the same dimension n, and outputs |x; — x2||. This is realized
by a 2-layer gadget with 2n input nodes, 2n nodes in hidden
layer and 1 output node. More generally, the network DG(n)
has as input layer with two sets of nodes S| = {si, R s,li}
that takes x1 as input and S, = {s%, el s,%} that takes x; as
input. The hidden layer corresponds to nodes which compute
the difference between the values of ith nodes from §; and
S». For each i, there are two nodes, one of which computes
v(sl-l) — v(slz), and the other computes v(siz) — v(sl-l). The output
layer corresponds to summing up the values of the nodes in
hidden layer. All of the activation functions are ReL.U. So,
only one of the values among v(s}) — v(s%) and v(sl.z) — v(s}),
i.e., the positive one contributes to the summation, thereby
computing the 1-norm at the output.

Fig. 4 shows such a network for dimension n = 2. Here,
S1 = {s1,52} and S, = {s|,s5}. The nodes in the hidden
layer correspond v(s1) —v(s}), v(s}) —v(s1), v(s2) —v(s}), and
v(s5)—v(s2). The output corresponds to summing up the values
ReLU(v(s1) — v(s})) + ReLU(v(s}) — v(s1)) + ReLU(v(s2) —
v(s5)) + ReLU(v(s}) — v(s52)).

328

329

330

331

332

333

334

335

336

337

338

339

340

341

342

343

344

345

346

347

348

349

350

351

352

353

354

355

356

357

358

359

360

361

362

363

364

365

366

367

368

369



370

371

372

373

374

375

376

377

3

L

8

379

380

381

382

383

384

385

386

387

388

389

390

391

392

393

394

HABEEB et al.: APPROXIMATE CONFORMANCE CHECKING FOR CLOSED-LOOP SYSTEMS 5

Xo
Fig. 4. Difference gadget (DG) example.
(b)
Fig. 5. Append example. (a) Neural network N2. (b) Appended network

append(Np, 1).

B. Merge Networks

Now, we explain the construction of the merging of the two
neural networks to obtain N3 = merge(Ny, N2). The output
network N3 has two nodes in the output layer, denoted by
s’ and s, respectively, and the nodes in the input layer are
the ordered union of the input nodes from the given input
networks. Recall that for verifying the (L, €)-conformance
between N1 and N, we aim to compute the values |[vi — v ||
and ||[N1](v1) — [N2](v2)| for all vi,v, € Z, where Z C
R”"”. We construct the output network N3 in such a way
that the first output produces the value |vi — 2|, and the
second output produces the value ||[N1](vi) — [N2](v2)|l. In
this construction, we utilize the previously defined gadgets.

First, we ensure that both networks have the same number of
layers by using an operation called append, facilitated by our
IG gadget. The formal definition of this function can be seen
in Appendix. For a given NN N and a positive integer r, the
append function, denoted as append(N, r), produces another
NN by appending IG(/, r) to the last hidden layer of N where
[ is the number of neurons in this layer. We assume that all the
activation functions for the hidden layers are ReLU, in which
case, inserting the IG(/, r) gadget preserves the semantics. As
an example of the append function, Fig. 5(b) illustrates the
NN resulting from append(N;, 1), where N; refers to the NN
shown in Fig. 5(a). In our construction of the merged network

merge(Ny, Na), we first perform append(V, r) on the NN N
with fewer number of layers among N; and N, where 7 is the
difference in the number of layers between the two networks.

Now, let’s explain the merge function at a high level using
an example illustrated in Fig. 6, where we combine networks
Ni (depicted in Fig. 2) and N, [depicted in Fig. 5(b)] into a
single network, denoted as N3. The formal definition of this
function can be found in Appendix.

Let N7 and N, each have n inputs and m outputs. We apply
our difference gadget DG(m) to the output layers of Ni and
N; to compute the one norm of the difference of the outputs
of N1 and N; let us call the node capturing the difference s.
Similarly, we apply our difference gadget DG(n) to the input
layers of N1 and N, to compute the one norm of the difference
of the inputs to N1 and N>; let us call the node capturing the
difference to be r. Note that we want the values at ¢ to be an
output along with s. Hence, we append IG(1, r) to ¢ for an
appropriate r (the difference in the layer number of s and ?).

As illustrated in Fig. 6, the first node, s’z, in the third layer
of N3 outputs the one norm of the input differences. We utilize
the identity gadget IG to propagate the one norm of the input
differences to the output layer of the merged network. The
output node s” produces the one norm of the input differences.
Similarly, to compute the one norm of the output differences,
DG is appended to the output nodes of the two networks. As
shown in Fig. 6, the node s in the output layer computes the
one norm of the output differences.

From the construction of the merged network, we can
easily see that the output node s' computes ||v; — va||, while
the output node s computes the value ||[N1](v1) — [N2](»2)]l,
where v; and v, are inputs given to N1 and N, respectively.
Formally we have the following result.

Proposition 1: Given two neural networks, N1 and N>, let
merge(Ni, N2) = N3. Then Vvi, vy € R, [N3](vi ¢ vp) =
(Ilvi = wall, IIN1] (v1) = [N2] (v2) D).

C. Reachability-Based Approach for (L, €)-Conformance
Verification

In this section, we explain our approach to check the (L, €)-
conformance between two neural networks. This approach is
based on the reachability analysis of the merged network that
we constructed in the previous section. The reachable set of a
NN for a given set of input values is the set of output values
that we obtain through the network. We define the reachable
set formally as follows.

Definition 5: The reachable set of a NN N w.r.t a set Z C
R”" is

Ry (D) = {(INJ0)v € Z}.

We use the merged network generated using the merge
procedure defined in the previous section to check the confor-
mance between networks. From the merge construction, we
can see that if N3 = merge(Ny, Na), then for the input vector
(v1,v2), the output node s* of N3 outputs |v; — vy| while
the output node s computes the value [|[N](v1) — [N2] (v2)|l.
So, the networks N and N, satisfy the (L, €)-conformance
property for a given input valuation if and only if the value
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One norm of the input differences

Fig. 6. Merged network N3 = merge(Ny, Np).

of the output node s is less than the result of multiplying the
value of s’ by L and adding € to it.

Theorem 2: Given two neural networks N| and N>, two real
numbers L > 0 and € > 0, and a set of inputs Z C R”,
N1 and N; satisty (L, €)-conformance property if and only if
y <Ls+€ Y(8,y) € Ry,(Z'), where N3 = merge(N;, N»),
T = {V1 <>V2|V1,VZ EI}.

We use the nnenum tool [5] to check the (L,¢€)-
conformance. The tool nnenum [5] is a star-set-based
reachability analysis tool which incorporates abstraction
refinement and optimization techniques to accelerate the reach
set computation. The tool takes, as input, the merged network,
interval values for each input node, and the property to be
checked. The property to be checked is whether the value
of the second output node, which is the one norm of the
output differences of the networks for the given input values,
is greater than or equal to the first output value multiplied by
L, and then € is added to it. The tool outputs either ‘sat’ or
‘unsat’. If the output is ‘sat’, then there exists an input value
that violates the (L, €)-conformance property. If it is ‘unsat’,
then the input networks satisfy the property for the values in
the given input intervals.

We can use any of the existing NN tools to check
(L, €)-conformance between two neural networks. Several
NN verification methods have been explored in the lit-
erature, including those based on SMT solving, such as
Reluplex [8] and Marabou [6], those based on MILP, such
as Sherlock [16] and alpha-beta-CROWN [11], and those

Propagate the one norm to the output layer

based on abstract interpretation, such as AI* [15] and
DeepPoly [17].

VI. EXPERIMENTS

In this section, we describe our experimental setup, includ-
ing the autonomous rocket landing case study, the results
of evaluating our (L, €)-conformance approach on a set of
neural networks trained for the case study, and the results of
comparison of the actual and the theoretical deviation of the
system states after k steps for different pairs of the networks.
All experiments were conducted on an Ubuntu machine with
an Intel Core i5-10210U 1.60 GHz CPU and 8GB RAM.

A. Case Study—Autonomous Rocket Landing System

We start by explaining our autonomous rocket landing case
study. In this system, the rocket’s internal control system hands
over the maneuver task to the automatic landing system at
a particular height from the ground. The automated landing
system aims to reduce the rocket’s velocity by applying thrust
and thereby, achieves a smooth landing on the ground.

1) System Dynamics: The system’s state is a 2-D real-
valued vector [p,v]?, representing the rocket’s position
(distance from the ground) and velocity. The NN controller
takes the system’s current state and outputs the amount of
thrust that should be applied to the system. The following
equation describes the dynamics of the plant:
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TABLE I
(L, €)-CONFORMANCE VERIFICATION

L,e — 1,0.5 10,0.5 100,0.5 1,2 10,2 100,20
Netl | Net2 ! C? | Time | C? | Time | C? | Time | C? | Time C? | Time C? | Time
N_1I N_2 No Ss No Ss No Ss Yes 185m Yes 184m Yes 172m
N_1 N_3 No Ts No 7s No 6s Yes 35Im Yes 355m Yes 349m
N_I1 N_4 No 8s No 8s No Ts Yes 47Tm Yes 441m Yes 530m
N_1 N_S No 9s No 10s No 9s Yes 580m Yes 561m Yes 539m
N_2 N_3 No 7s No s No 6s Yes 315m Yes 309m Yes 304m
N_2 N_4 No 9s No 9s No 8s Yes 535m Yes 442m Yes 443m
N_2 N_S No 11s No 11s No 11s Yes 528m Yes 544m Yes 544m
N_3 N_4 No s No Ts No Ts Yes 493m Yes 490m Yes 497m
N_3 N_5 No 9s No 8s No 8s Yes 599m Yes 605m Yes 618m
N_4 N_5 No 8s No 8s No Ts Yes 519m Yes 515m Yes 525m

x(k + 1) = Ax(k) + Bu(k) (3) (2, 500, 400, 300, 1), N_2 (2, 500, 400, 1), N_3 (2, 500, 400,

where x(k) = [p, v]" represents the position and velocity at
time k and u(k) is the output of the NN at step k. We are
considering two systems with different system matrices. The
first system has the following matrices:

1 —z 0
A= |:O 1 i|, and B = [—IOOI] “4)
and the second system has the following matrices:
0.8 -t 0
A= [ 0 0.8}’ and B = [—1001] )

where 7 = 0.001 is the sampling period. These two systems
can have considerably different theoretical upper bounds on
the state deviations given by Theorem 1. In the first system,
we have ||A|| = 1.001 and ||B]| = 0.1. Since ||A]| > 1, no
matter what value of L we take, ||A|| + ||B||L will always be
greater than 1, which results in large theoretical upper bounds
on the state deviation. Since we would also like to study the
case where we have the possibility of ||A|| + ||B||IL < 1 for
some L, we consider another system with the system matrices
shown in (5), where ||A|| = 0.801 and ||B]| = 0.1.

2) Neural Network Controller: We use the deep deter-
ministic policy gradient (DDPG) method [18] to train
reinforcement-learning-based NN controllers. To generate
training scenarios, we implement the rocket landing system
as an environment in the OpenAl Gym toolkit [19]. The
initial position and velocity of the rocket are randomly chosen
from the intervals [50, 60] and [40, 55], respectively. The
termination condition corresponds to either velocity being < 0
or position being < 0. The reward function p(p, v) considered
is given below

p,v)=—@+v) +1L{@,v)+L(p,v)
+r(safeLanding) + r(collision).

Here, I1(p, v) returns a reward of 20 if p € [3,6] Av € [2, 5];
returns a reward of O if p ¢ [3,6] A v ¢ [2, 5], otherwise it
returns a reward of —100. Similarly, I>(p, v) returns a reward
of 20 if p € [1,3) Av € [1,2), returns a reward of 0 if

s, p & [1,3) Av¢[l,2), otherwise it returns a reward of —100.

53

N

53

®

539

540

54

r(safeLanding) returns a reward of 10000 if p = 0Av = 0, and
r(collision) returns a reward of —500 if (p<0Av>0) V (p >
0AvV <=0).

We train a total of five networks for 100 epochs each; details
of the architecture of each of the networks are as follows: N_1

300, 200, 1), N_4 (2, 500, 400, 300, 200, 100, 1), and N_5
(2, 500, 400, 300, 200, 100, 100, 1), where the numbers in
parenthesis represent the number of nodes in each layer.

B. Experiments 1—(L, €)-Conformance Checking

In our first set of experiments, we evaluate our (L, €)-
conformance checking approach on each possible pair of
networks that we trained for our case study. We use the
nnenum tool [5], [20] to check the conformance condition
on the output of the merged NN. The tool takes the merged
network, an interval of values for each input node, and the
property for output nodes to check, and outputs whether the
network satisfies the property for the given input interval.

We assess our approach for different values of L and e.
For the experiment, the input interval for the position is taken
to be [0, 60], and the input interval for velocity is taken to
be [0, 40] for both the networks. The property we check on
the output reach set is whether the second part of the output
corresponding to the norm of the difference between the NN
outputs is greater than or equal to L times the first part of the
output corresponding to the norm of the difference between
the NN inputs plus €. If the property is unsatisfiable, then the
networks are (L, €)-conformant as shown in Theorem 2.

Experimental results are shown in Table I. The first two
columns represent the names of the networks. Each subse-
quent column is divided into two subcolumns. For each main
column, we report the L and € values. For example, the third
column corresponds to L = 1 and € = 0.5. The subcolumn
titled “C?” indicates whether the network pairs satisfy the
conformance property (“Yes” means the network pairs satisfy
the property). The “Time” subcolumn provides the time taken
to check the property.

Now, we consider neural networks from the VCAS bench-
mark from ARCH-COMP AINNCS [21]. This benchmark
is a closed-loop variant of the aircraft collision avoidance
system ACAS X. The scenario involves two aircraft, the
ownship and the intruder, where the ownship is equipped
with a collision avoidance system. The network contains an
input layer with 3 nodes, five hidden layers with 20 nodes
each, and an output layer with 9 nodes (see [21] for more
details on this benchmark). In this experiment, we evaluate
our (L, €)-conformance checking technique on eight pairs of
networks from this benchmark for some (L, €) values. The
results are shown in Table II, where the first two columns are
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TABLE II
(L, €)-CONFORMANCE VERIFICATION ARCH-COMP VCAS
BENCHMARK

\ L,e — | 1,0.5 | 1,10 | 1,100 \

[ Netl [ Ne2 | C? [ Time | C? ‘ | Time |
P_01 P_02 No 1s Yes 1s Yes 1s
P_01 P_03 No 1s Yes 1s Yes 1s
P_01 P_04 No 1s Yes 1s Yes Is
P_01 P_05 No 1s Yes 1s Yes 1s
P_01 P_06 No 1s Yes 1s Yes 1s
P_01 P_07 No 1s No 1s Yes 1s
P_01 P_08 No 1s Yes 1s Yes 1s
P_01 P_09 No 1s Yes 1s Yes 1s

network pairs, and the remaining columns show whether the
network pairs are conformant (Yes) or nonconformant (No).
From this experiment, we can see that our approach is able to
check conformance within a second for all the network pairs
considered.

From Table I, we observe that in case that the network pairs
are not conformant, the tool returns quickly, usually, within
seconds. On the other hand, establishing conformance takes
longer. Intuitively, to establish conformance, the tool needs
to show that there are no satisfying assignments, while to
show that they are not conformant, it just needs to find one
(8, y) pair that violates the constraint. On the other hand,
in case of conformant networks, we note that the confor-
mance checking time is not affected much when we vary L
and e.

We now analyze how the values of L and € depend on
each other and how the theoretical bounds deviate for different
pairs of L and €. For this experiment, we consider a pair
of networks (Pgi, Py2) from the VCAS benchmark [21], and
we determine different values of (L, €) pairs for which the
network pairs are conformant. Then we report the deviation
of the systems with dynamics shown in (4) and (5) after
100 steps of execution. Results are shown in Table III, where
the first two columns are the L and € values for which the
network pair is checked for conformance, and the “Time”
column shows the time taken to check the conformance. The
last two columns show the theoretical upper bound on the
state deviation after 100 execution steps using the expression
given in Theorem 1 for systems with dynamics given by
(4) and (5), respectively. Notice that the value of theoretical
bound tends to increase with L, when |A| + ||BIIL > 1,
while the effect is minimal when ||A| + ||B||L < 1. Hence,
we choose an arbitrary L, say L = 1, in the rest of the
experiment.

We now investigate how the conformance checking time
is affected by the size of the merged network. For this
experiment, we train networks with two input nodes, one
output node, and five hidden layers, each with varying numbers
of nodes, using the same training settings explained above.
Network N_5 has five nodes in each hidden layer, N_10 has 10
nodes in each hidden layer, similarly, networks N_50, N_100,
and N_500 have 50, 100, and 500 nodes in each hidden layer,
respectively. We fix L = 1 and check conformance for different
values of €, where input intervals for the two input nodes
are [0, 60] and [0, 40], respectively. The results are shown in
Table IV, where the first two columns represent the names of

TABLE III
L VERSUS €, NETWORKS: P_01 AND P_0O2INPUT INTERVALS: [—133,
—129], [—22.5, —19.5], AND [24.5, 25,5]

‘ ‘ ‘ ‘ Time V100
Eqn (4) | Eqn (5)
[ 00001 [ 284 [ No [ 2s ] -] -]
[ 00001 [ 285 [ Yes [ 25 | 29973 | 1432 |
[ 0001 [ 28 [ No [ 25 | -] -]
[ 0001 [ 284 | Yes | 2s | 30003 | 1427 |
[ 001 280 [ No [ 2s ] - ] -
[ 001 [ 281 [ Yes [ 25 | 31072 [ 1419 |
[ 01T 279 No [ 25| -] -]
[ 01 [ 28 | Yes | 2s | 50557 | 148l |
\ 1 [ 279 [ No [ 25 | - ] -
\ 1 | 280 | Yes | 25 | 50557 | 1481 |
[ 2 1279 No [ 2] -] -]
[ 2 [ 28 | Yes | 2s | 50557 | 148l |
TABLE IV
NETWORK SI1ZE VERSUS CONFORMANCE CHECKING TIME. INPUT
INTERVALS: [0,60] AND [0,40], L =1
Netl Net2 #Nodes in Merged Net € C? Time
N_S N_10 | 4,19,16,16,16,16,3,3,2 25 | No Is
3 Yes Ts
N_5 N_50 | 4.59.56,56,56,56,3,3.2 05 | No Ts
1 Yes 53s
N_I0 N_50 | 4,64,61,61,61,61,3,3,2 1 No Is
3 Yes 3m 40s
N_5 N_100 | 4,109,106,106,106,106,3,3,2 | 0.5 | No 2s
0.8 Yes 2m Ss
N_10 | N_100 | 4,114,111,111,111,111,3,3,2 2 No 2s
3 Yes 5m 45s
N_5 N_500 | 4,509,506,506,506,506,3,3,2 | 0.5 | No 6s
1 Yes 14m 8s
N_50 | N_500 | 4,554,551,551,551,551,33,2 | 0. | No 6s
0.5 Yes 159m 18s
N_100 | N_500 | 4,604,601,601,601,601,3,32 | 0.I | No 7s
0.5 Yes 223m 39s

the networks, and the third column gives the number of nodes
in each layer of the merged network. The € column represents
the values of € that are checked for conformance, C? indicates
whether the network pairs are conformant for L = 1 and
the corresponding €. The final column titled “Time” provides
the time taken to check conformance. From the results, we
can see that the time required to prove that the networks
are (L, €)-conformant increases with the number of nodes in
the merged network. As explained in the earlier experimental
results, demonstrating that networks are nonconformant takes
very little time, and it is not significantly affected by the size
of the merged network.

In the next set of experiments, we investigate how the
amount of perturbation in the networks changes the values
of € for which the network pairs are (L, €)-conformant. For
these experiments, we manually create a NN with four layers,
each layer containing two nodes. Then, we create four more
networks by perturbing the original network with different
amounts of perturbation. The perturbation involves randomly
adding or subtracting a given value to each of the weights
and bias values of the original network. The results of these
experiments are shown in Table V, where the first column
displays the amount of perturbation, the second and third
columns represent the values of L and €, respectively, for
which the conformance is checked, and the last column
indicates whether the network pairs (the original network and
the perturbed network) are conformant to each other or not.
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TABLE V
PERTURBATION VERSUS € INPUT INTERVALS: [0,10] AND [0,10]

TABLE VII
STATE DIFFERENCE, PLANT DYN = (5), AND INIT STATE
Xo = (60,40),L=1,e =2

Perturbation L € Conformance?
0.0001 1 1000 No Netl | Net2 10 100 200 400 600
L | 1100 Yes N_1 | N_2 | 5.16e-02 | 8.64e-10 | 3.20e-19 | 2.30e-38 1.26e-57
0.1 1] 1000 No N_I | N_3 | 1.22e-01 | 1.92e-09 | 6.9%-19 | 4.93¢-38 2.52e-57
L | 1100 Yes N_1 | N4 | 68802 | 1.16e-09 | 436e-19 | 3.23e-38 | 21.65¢-57
1 111400 No N_1 | N_5 | 1.85e-001 | 3.10e-09 | 1.15e-18 | 8.24e-38 | 4.26e-57
1 | 1500 Yes N_2 | N3 | 7.00e:02 | 1.06e-09 | 3.79¢-19 | 2.63¢-38 | 1.26e-57
5 L] 6000 No N_2 | N_4 | 1.72e-02 | 2.94e-10 | 1.17¢-19 | 9.30e-39 3.82¢-58
1 | 8000 Yes N_2 | N5 | 13301 | 2.23¢-09 | 8.27e-19 | 5.94¢38 | 3.00e-57
N3 | N_4 | 528¢-02 | 7.62¢-10 | 2.63e-19 | 1.70e-38 8.76¢-58
TABLE VI N3 | N_5 | 6.35¢-02 | 1.18¢-09 | 447¢-19 | 3.31e-38 1.74e-57
STATE DIFFERENCE, PLANT DYN = (4)’ AND INIT STATE N_4 N_S 1.16e-01 1.94e-09 7.10e-19 5.01e-38 2.62e-57
Xo = (60,40),L=1,e =2 [ Vi [ 13079 [ 2.0201 [ 2.0202 | 2.0202 | 20202 |
Netl | Net2 10 100 200 400 600 TABLE VIII
N_1 N_2 0.4807 43164 7.9958 13.8515 20.3119 L, ¢ AND STATE DEVIATION INPUT INTERVALS: [—10, 10] AND [—10, 10],
N_I N_3 1.1353 9.6470 17.5744 30.2440 419112 Al = 0.5, |B|| = 0.4, AND INIT STATE X = (5, 5)
N_I | N 4 0.6410 5.7648 10.8378 19.3043 28.4606
N_I | N_5 1.7235 154416 | 28.6498 50.2338 69.4564
= = L € 10 100 200 400 600
N2 | N3 0.6545 33306 9.5786 163925 21.5993 0.001 | 1190 | 9.52¢+02 | 9.53¢+02 | 9.53¢+02 | 9.53¢+02 | 9.53e+02
N_2 | N4 0.1603 1.4434 2.8419 54528 3.1437
001 | 1180 | 9.51e+02 | 9.52e+02 | 9.52e402 | 9.52e+02 | 9.52e+02
N2 | N5 | 12427 | 111252 | 20.6540 | 36.3823 | 49.1445 0.1 | 1180 | 1.02¢+03 | 1.03c+03 | 1.03c+03 | 1.03c+03 | 1.03¢+03
N3 | N4 | 04942 3.8821 67366 | 109397 | 13.4506 T 1200 | 3.13c+03 | 4800403 | 4.80e+03 | 4.80c+03 | 4.80e+03
N3 | NS | 05882 57946 | 110754 | 19.9897 | 27.5451 2 1200 | 2.05c+04 | 3.97c+14 | 0.84c+25 | 6.05c+48 | 3.72e+71
N4 | NS 1.0824 9.6767 | 17.8120 | 309295 | 40.9957 10 | 1200 | 4.67c+08 | 2.87e+67 | 6.02e+132 | 2.64c+263 inf
[ Vi [ 3.20e+0 | 2.99e+04 [ 4.51e+08 [ 1.03e+17 | 2.34e+25 | 100 | 500 [ 6.0le+16 | 2.82e+161 inf inf inf
1000 | 400 | 4.81e+16 | 2.25¢+161 inf inf inf
[ oY [ 0488 | 0170 [ 1749 [ 0170 [ 0498 |

For this experiment, we fix the value L = 1. From the results,
we can observe that the value of € for which the networks
satisfy the (L, €)-conformance increases drastically with the

amount of perturbation applied to the network.

C. Experiments 2—State Deviation Quantification

In our second set of experiments, we compare the actual
difference in the state of the two systems after k steps of
execution in practice with the difference computed using our
theoretical bound presented in Theorem 1. The systems have
the same plant, but different NN controllers. Both systems start
in a given initial state; in our experiments, we use 60 as the
initial position and 40 as the initial velocity of our case study
system. To compute the actual difference in state after k steps,
we run the systems separately for k steps and then note the
deviation in the state. We compute the theoretical deviation in
state by using the expression given in Theorem 1.

We use the same networks as before and the two variants
of the plant dynamics given by (4) and (5). Results of
the experiment are shown in Table VI for the system with
dynamics given by (4), and Table VII for the system with
dynamics given by (5). The first two columns in the tables
show the names of the neural networks. Subsequent columns’
titles show the number of steps after which we computed the
actual state difference. The last row in the tables, starting
with Vg, displays the approximate theoretical deviations of
the systems after k steps. For example, the result obtained by
substituting values into (2) for our first case study is 3.20x 10°,
as shown in the last row of Table VI. Similarly, for the second
system, the theoretical deviation after 10 steps is 1.3079, as

shown in the last row of Table VII.

From these experiments, we observe that the actual devia-
tion is consistently less than the theoretical bound computed
using our formula in Theorem 1. However, the difference
between actual deviation and theoretical deviation is less when

(JJAll + |IB|IL) is less than 1 as compared to when it is greater

than 1.

In the next set of experiments, we aim to evaluate how
to choose the values of L and € if the networks are (L, €)-
conformant to different values of L and €. For this experiment,

we fix two networks and determine different values of L

and € for which the networks are conformant. Subsequently,
we analyze the practical and theoretical deviations in the
state after a certain number of execution steps. We use the
original network from Table V, and the network generated
from this network by perturbing weights and biases randomly
with values of either 4-0.0001 or —0.0001. The input intervals
for these experiments are [—10, 10] for both input nodes. We
consider a system with the following system matrices:

A |:O.3

0.2

—0.1
03 i|, and B = [

0
—-0.4

(6)

where ||A]| = 0.5 and ||B|| = 0.4. We choose different values
for L and determine values of € such that the networks are
(L, €)-conformant to each other. The experimental results are

shown in Table VIII, where the first two columns represent

L and € values for which the networks are conformant. The
remaining columns display the theoretical bounds, given by

Theorem 1, on the state deviation after a specified number of

steps, as indicated in the column titles. The last row A; shows
the actual state deviation between systems after k execution
steps starting from a state (5, 5). This experiment indicates
that the tightest theoretical bound can be achieved in case the
value of L is chosen as small as possible.

We summarize the observations from the experiments as
follows. In the first set of experiments, we checked (L, €)-
conformance of a set of networks using our approach and
found that the conformance checking procedure takes less
time when the networks are not conformant, while it takes
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more time when they are conformant, with the execution
time being largely unaffected by L and €. We also observed
that conformance checking time increases with the size of
the merged network. Additionally, the value of € increases
significantly with the amount of perturbation applied to the
network. In the second set of experiments, we compared the
state difference in closed-loop systems after k execution steps
with the theoretical bound from Theorem 1 and found that the
actual state deviation is considerably less than the theoretical
value. Finally, we determined that the tightest theoretical
bound is achieved by choosing the smallest possible values
for L and €.

VII. RELATED WORKS

Safety verification of neural networks has gained promi-
nence in recent years resulting in several tools, including
those based on symbolic state-space exploration [5], [15], [17],
[22] and constraint solving-based approaches [6], [8], [11],
[16]. Several works also explore the safety of closed-loop
systems with NN controllers [14], [23], [24], [25]. Despite the
progress, scalability of the verification techniques remains a
challenge.

Our focus here is on bounded safety verification of closed-
loop systems with evolving neural networks. Our broad idea is
to leverage the small changes in subsequent NN controllers by
quantifying the change in terms of (L, €)-conformance, using
that to bound the distance between reach sets of corresponding
closed-loop systems and transferring safety proofs to the
newer versions. Notion of distance between systems has
been extensively studied in the literature for different classes
of systems. Classical notion of bisimulation [26] captures
equivalence between processes. In the context of control and
hybrid systems, this has been extended with approximate
notions [27], [28] which ensure that the trajectories of two
approximately bisimilar systems are within a bounded distance
€. The application of approximate bisimulation for reachability
verification [29], [30], as well as algorithms for checking
approximate bisimulation [27] have been explored.

The notion of e-conformance has been studied for neural
networks, wherein the output is assumed to be within a bound
€ given the same input [1], [2], [3], [4], [31]. However,
in the context of closed-loop systems, the inputs to the
neural networks are not identical in different iterations through
the loop, and hence, one needs a more general notion that
provides bounds on output when given slightly different inputs.
This is captured by notion of (L, €)-conformance proposed.
We note that even with this notion of (L, €)-conformance
between neural networks N; and N, the trajectories of the
corresponding closed-loop systems are not guaranteed to be
within €. Instead, the deviation accumulates over iterations.
This is in contrast to the notion of approximate bisimulation
where the trajectories are bounded by €. The reason for the
e-boundedness of the trajectories in approximate bisimulation
arises due to the fact that it requires two states that are
bisimilar to be within distance € and the property to also hold
after one transition. However, such a requirement is too strong
to be satisfied by two neural networks, which translates to

requiring the outputs of neural networks to be within €, when
given inputs that are within €.

VIII. CONCLUSION

In this article, we explored the problem of approximate
conformance checking of closed-loop systems with different
neural networks controllers. We introduced the notion of
(L, €)-conformance between two neural networks, and used
that to provide theoretical bounds on the closed-loop system
behaviors. Further, we provided a technique for checking
(L, €)-conformance by reducing it to reachability analysis on a
transformed network. Our experimental analysis demonstrates
the feasibility of (L, €)-conformance checking algorithm for
two neural networks and the closeness of the resulting closed-
loop system behaviors.

In this article, we assume the plant to be a discrete-time
linear system. In the future, we would like to explore more
complex and continuous time dynamics. Also, our experi-
mental results show a large gap between the theoretical and
practical deviations of the closed-loop system states, especially
for the case when (J|A]| + ||B||L) is greater than 1. We would
like to explore tighter theoretical bounds as it will be a crucial
component of proof transfer using our (L, €)-conformance
method. For instance, if we have established that the reachable
set of a system with a NN N up to k steps is at least « away
from the unsafe set, and that the newer version of the NN
N’ is (L, €)-conformant with N, we only need to check that
the theoretical bound on the deviation between the closed-
loop systems for this (L, €)-conformance and k is less than
a to deduce safety of the closed-loop system with N’ as the
controller. Hence. a tighter theoretical bound would be more
successful at establishing safety.

APPENDIX
A. Proof of Theorem 1

Let u(l), ui ...,and ug, ué ..., be the sequences of control
inputs corresponding to the executions 11 and 7;, respectively,
that is, for each i > 0, u} = K(n[i]) and u} = K>(n[i]).
Also, for each i > 0, let V; = |[[ni[i] — n2[illl and w;
||u’i - ué||. Since K1 and K, are (L, €)-conformant, pu; < LV;+
€. Note that Vg = 0. Let h = ||A|| + ||B||L, and ¢ = ||B]le.
Then Vk e N

Vi = llmk]l — nalk]ll

= llAntk — 114 Buy™" — Amolk — 11 = Bus™ |
(from system dynamics)

= lA(mlk = 11— malk = 1) + B( ™" =571

< lAlIVi—1 + IIBll k-1

= 1Al V-1 + IBI(LVk-1 + €)
since px—1 < LVi_1 +¢€

= ([IAll + IBIIL) V-1 + || Blle

= hVi—1 +ch = ||All + |BIIL, c = ||Ble

< h(hVi—a+c¢) +c

<KV i+ e+ e+ e
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C<hk71 LRy 1)since Vo=0

(l_hk)f h#1
Ty e

(1 — (IAll + IBIL)¥)

IBlle
L= (Al + IIBIIL)

B. Formal Definition of the Append Function

Here, we provide the formal definition of the append
function, which we utilized in the construction of the merged
network.

Definition 6 (Append Hidden Layer): Given a NN N| =
(ky, Act, Si], Wl.l, Bi], ail) and an append count r € N, the
append hidden layer function append(Ny, r) returns a NN N,
= (ka, Act, S?, W?, B2, 67), where

1y
2)

3)

4)

5)

ky =ki+r;

for each i € [k; — 1], 57 = S!,

for each i € [ki, ko — 1], §} = S _,

St =Sk

for each i € (k; — 1], the functions Wi2 and Wi1 are the
same,

for each i € [ki, ka — 11, WH(s7_ 57,
and 0 otherwise.

ngz (51%2—1,5’ Siz,j) = W/:. (Sllq—l,i’ Sllq,j);

for each i € (k; — 1], the functions Bi2 and Bil are the
same,

for each i € [k, ky — 1], Bi2 is a zero function,

By, (5t,,) = By, (5, );

all activation functions are ReL.U.

Yy=1ifl=m,

C. Formal Definition of the Merge Function

Here, we provide the formal definition of the merge func-
tion, which we utilized to construct a combined network to
check the (L, €)-conformance between two neural networks.
We assume that the two neural networks have the same number
of layers, otherwise, we use the append to preprocess them.

Definition 7 (Merge Two Networks): Given two neural
networks, N1 = (ky, Act, Sil, Wl.l, B}, ail) and Ny = (kp, Act,
S7, W7, B}, o), with ki = ka, IS§| = IS5, IS;,| = ISE,|- The
merge operation merge(N, N>) returns a new network N3 =
(k3, Act, Sl-3, Wi?’, B?, ai3) where

1)
2)

3)

k3 = ki +2;
S3 = Slws3 and S} = S| WSl wS?, where S

/ / / .

{51,1’51,27-”’51,2r01}’

for each i € [2, k1], 51'3 =5 LJ_rJSi1 &JSZ-Z, where S; = {s7};
3 _ /

Sk1+1 - {Sk]_;,_]vskl—‘rl,lv Skl—‘rl,lv-~~ssk1+1,2rk11}a

Sl%1+2 = {¢,s}.

We define the weight functions as follows. For all the
edges that are present in one of the neural networks, the
weights on those edges remain the same, for the ones
that we do not mention below are given the weight 0

1. 3( 2 / 1.

,i) =L W (So,i»sl,rm+i> =1
3( .1 / _ . 3(.2 /

Wi (SO,i’ sl,rm—i-i) =-LW (so,i’ sl,i)

3 N 1w | AT
Wi o (S 41587) = 1 Wk1+1(sk1,iv Sk1+1,r) =1

3( .1 /
Wi (So,iv 51

4)

5)

(1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

(11]

[12]

[13]

[14]

[15]

3 2 —_1-
Wk1+1(sk1,i’ Sk1+1,rk11+i> =1
W3 1 =1

f+1\Skyio Skl +i ) = — 1

3 2 _
Wi+ (skl,i’ 5k1+1,i) =-1

for each i € (2ro1], W23(s’1’l., sh) =1;

for each i € [3, k1 + 1], W?(sgfl,sg) = 1; and

for each i € (2r4,1], W,—jl”(sklﬂ,,-, s) =1;

We define the bias functions as follows: for all the nodes
present in one of the neural networks, their biases remain
the same. For all the newly added nodes, the bias value
is set to 0.

All activation functions are ReL.U.
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