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CAN Stands for Controller Area Network
CAN is an extremely robust standardized communication
protocol.
CAN protocol was developed by Bosch in the 1980s to
create standardization and reduce the cost and weight in
vehicle wiring harnesses
Primary uses today are automotive and Industrial control
applications

CAN Stands for CAN Stands for CController ontroller AArea rea NNetworketwork
CAN is an extremely robust standardized communicationCAN is an extremely robust standardized communication
protocol.protocol.
CAN protocol was developed by Bosch in the 1980s toCAN protocol was developed by Bosch in the 1980s to
create standardization and reduce the cost and weight increate standardization and reduce the cost and weight in
vehicle wiring harnessesvehicle wiring harnesses
Primary uses today are automotive and Industrial controlPrimary uses today are automotive and Industrial control
applicationsapplications
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CAN only defines portions of the lower 2 layers of theCAN only defines portions of the lower 2 layers of the
OSI 7- Layer Reference ModelOSI 7- Layer Reference Model

Logical Link Control (LLC)
    - Acceptance Filtering
    - Overload Notification

Medium Access Control (MAC)
    - Data Encapsulation/Decapsulation
    - Frame Coding (stuffing/destuffing)
    - Error Detection/Signalling

Application

Presentation

Session

Transport

Network

Data Link Layer
Physical Layer

OSI Reference Layers

Physical Signaling (PLS)
    - Bit Encoding/Decoding/Timing

Physical Medium Attachment (PMA)
    - Driver/Receiver Characteristics

Medium Dependent Interface (MDI)
    - Connectors

CAN Protocol Overview:
CAN Protocol Layers

CAN Protocol Overview:CAN Protocol Overview:
CAN Protocol LayersCAN Protocol Layers
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CAN Protocol Overview:
CAN Protocol Layers

CAN Protocol Overview:CAN Protocol Overview:
CAN Protocol LayersCAN Protocol Layers

Application
Network

CAN
Physical

Node specific application

HLP such as DeviceNet™, J1939,
CANopen, CANKingdom™,
Proprietary, etc.

CAN layer

Physical medium, transceiver,
wires, connectors, etc.
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CAN Protocol Overview:
CAN Networks

CAN Protocol Overview:CAN Protocol Overview:
CAN NetworksCAN Networks

messages

Engine
Control Node

Dashboard
Display Node Node n

Door
Node

A CAN network is made up of a group of “Nodes”
Each node can communicate with any other node
Communication is handled with extremely robust packets
called “Messages”
Transmission speeds of up to 1 Mbps are defined

A CAN network is made up of a group of “Nodes”A CAN network is made up of a group of “Nodes”
Each node can communicate with any other nodeEach node can communicate with any other node
Communication is handled with extremely robust packetsCommunication is handled with extremely robust packets
called “Messages”called “Messages”
Transmission speeds of up to 1 Mbps are definedTransmission speeds of up to 1 Mbps are defined
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A node is any sub system that is connected to the CAN bus
A node may be very simple or very complex
A node may continually send messages, such as a motor
speed control node
A node may only transmit a message when a system
failure has occurred, such as a temperature monitoring
node
A node may only take action when another node instructs it
to do so, such as an electronic valve control

A node is any sub system that is connected to the CAN busA node is any sub system that is connected to the CAN bus
A node may be very simple or very complexA node may be very simple or very complex
A node may continually send messages, such as a motorA node may continually send messages, such as a motor
speed control nodespeed control node
A node may only transmit a message when a systemA node may only transmit a message when a system
failure has occurred, such as a temperature monitoringfailure has occurred, such as a temperature monitoring
nodenode
A node may only take action when another node instructs itA node may only take action when another node instructs it
to do so, such as an electronic valve controlto do so, such as an electronic valve control

CAN Protocol Overview:
What does a CAN ‘Node’ Do?

CAN Protocol Overview:CAN Protocol Overview:
What does a CAN ‘Node’ Do?What does a CAN ‘Node’ Do?
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CAN Protocol Overview:
CSMA/CD-CR

CAN Protocol Overview:CAN Protocol Overview:
CSMA/CD-CRCSMA/CD-CR

Carrier Sense (CS) - Every node must monitor bus
for a period of no activity before sending a
message
Multiple Access (MA) - Once a period of no activity
occurs, every node has an equal opportunity to
transmit a message
Collision Detection (CD) - If 2 nodes transmit at the
same time, a collision occurs
Collision Resolution (CR) - Non-destructive bitwise
arbitration to resolve collisions

Carrier Sense (CS)Carrier Sense (CS) - Every node must monitor bus - Every node must monitor bus
for a period of no activity before sending afor a period of no activity before sending a
messagemessage
Multiple Access (MA)Multiple Access (MA) - Once a period of no activity - Once a period of no activity
occurs, every node has an equal opportunity tooccurs, every node has an equal opportunity to
transmit a messagetransmit a message
Collision Detection (CD)Collision Detection (CD) - If 2 nodes transmit at the - If 2 nodes transmit at the
same time, a collision occurssame time, a collision occurs
Collision Resolution (CR)Collision Resolution (CR) - Non-destructive bitwise - Non-destructive bitwise
arbitration to resolve collisionsarbitration to resolve collisions
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CAN Protocol Overview:
Arbitration

CAN Protocol Overview:CAN Protocol Overview:
ArbitrationArbitration

The node(s) losing arbitration become
receivers and receive message
The node(s) losing arbitration becomeThe node(s) losing arbitration become
receivers and receive messagereceivers and receive message

TX Node A

RX Node A

TX Node B

RX Node B

Node B sends
Recessive

and monitors a

Node A sends a dominant

Becomes a receiver

Dominant
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CAN Protocol Overview:
Synchronization

CAN Protocol Overview:CAN Protocol Overview:
SynchronizationSynchronization

No clock in bit stream
Receivers synchronize on recessive to
dominant transitions

No clock in bit streamNo clock in bit stream
Receivers synchronize on recessive toReceivers synchronize on recessive to
dominant transitionsdominant transitions

Hard
Synchronization Re-synchronization

SOF
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CAN Protocol Overview:
CAN Messages

CAN Protocol Overview:CAN Protocol Overview:
CAN MessagesCAN Messages

There are several types of ‘Messages’ or ‘Frames’
defined
Data Frame

Transmits data from a transmitting node to any or all
other nodes
Standard and Extended

Remote Frame
Is a request for data from other node(s)
Standard and Extended

Error Frame
Signifies bus errors have been detected

There are several types of ‘Messages’ or ‘Frames’There are several types of ‘Messages’ or ‘Frames’
defineddefined
Data FrameData Frame

Transmits data from a transmitting node to any or allTransmits data from a transmitting node to any or all
other nodesother nodes
Standard and ExtendedStandard and Extended

Remote FrameRemote Frame
Is a request for data from other Is a request for data from other node(snode(s))
Standard and ExtendedStandard and Extended

Error FrameError Frame
Signifies bus errors have been detectedSignifies bus errors have been detected



 © 2004 Microchip Technology Incorporated. All Rights Reserved.   Introduction to Controller Area Network (CAN) 12

St
ar

t o
f F

ra
m

e

Data Data 
FieldField

8N (0 £ N £ 8)

Identifier
11 msb

R
es

er
ve

d 
B

its 4 bits

Data
Length
Code

CRC
15 bits

CRCCRC
FieldField

16

D
el

AckAck
FieldField

AC
K

2

D
el

Control Control 
FieldField

6
R

0
D

LC
3

D
LC

0

R
1

R
TR

ID
28

Arbitration Arbitration 
FieldField

32

ID
18

SR
R

ID
E

ID
17

ID
0

Identifier
18 lsb

7

End ofEnd of
FrameFrame

Standard Data Frame has 11-bit identifierStandard Data Frame has 11-bit identifier
Extended Data Frame has 29-bit identifierExtended Data Frame has 29-bit identifier

CAN Protocol Overview:
Data Frame

CAN Protocol Overview:CAN Protocol Overview:
Data FrameData Frame

0 1 1 1 0 0 1 1 1 1 1 1 11 1



 © 2004 Microchip Technology Incorporated. All Rights Reserved.   Introduction to Controller Area Network (CAN) 13

CAN Protocol Overview:
Remote Frame

CAN Protocol Overview:CAN Protocol Overview:
Remote FrameRemote Frame

Two types, standard or extended.
Identical to the Data Frame, except there is
no Data Field and the RTR bit is recessive.

Two types, standard or extended.Two types, standard or extended.
Identical to the Data Frame, except there isIdentical to the Data Frame, except there is
no Data Field and the RTR bit is recessive.no Data Field and the RTR bit is recessive.
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CAN Protocol Overview:
Error Handling

CAN Protocol Overview:CAN Protocol Overview:
Error HandlingError Handling

Several different types of error frames are
generated for protocol violations

ensures integrity of messages
Fault Confinement

CAN nodes can transition from working
normally to being totally disconnected from
the network based on fault data
Fault Confinement prevents faulty nodes from
continuously transmitting and bogging down a
network

Several different types of error frames areSeveral different types of error frames are
generated for protocol violationsgenerated for protocol violations

ensures integrity of messagesensures integrity of messages
Fault ConfinementFault Confinement

CAN nodes can transition from workingCAN nodes can transition from working
normally to being totally disconnected fromnormally to being totally disconnected from
the network based on fault datathe network based on fault data
Fault Confinement prevents faulty nodes fromFault Confinement prevents faulty nodes from
continuously transmitting and bogging down acontinuously transmitting and bogging down a
networknetwork
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CAN Protocol Overview:
Error Handling

CAN Protocol Overview:CAN Protocol Overview:
Error HandlingError Handling

Acknowledge Error
Transmitting node sends ACK Slot bit as a recessive bit and
checks for a dominant bit to verify reception

CRC Error
All nodes receive message, calculate CRC and verify against
CRC received

Form Error
Generated when a dominant bit is detected where one should not
be (CRC Delimiter, Ack Delimiter, End of Frame (EOF) field or
Interframe Space)

Stuff Error
The bit stuffing rule is violated if 6 consecutive bits with the same
polarity are detected

Bit Error
Node detects a signal on the bus that is opposite of what it sent

Acknowledge ErrorAcknowledge Error
Transmitting node sends ACK Slot bit as a recessive bit andTransmitting node sends ACK Slot bit as a recessive bit and
checks for a dominant bit to verify receptionchecks for a dominant bit to verify reception

CRC ErrorCRC Error
All nodes receive message, calculate CRC and verify againstAll nodes receive message, calculate CRC and verify against
CRC receivedCRC received

Form ErrorForm Error
Generated when a dominant bit is detected where one should notGenerated when a dominant bit is detected where one should not
be (CRC Delimiter, be (CRC Delimiter, AckAck Delimiter, End of Frame (EOF) field or Delimiter, End of Frame (EOF) field or
InterframeInterframe Space) Space)

Stuff ErrorStuff Error
The bit stuffing rule is violated if 6 consecutive bits with the sameThe bit stuffing rule is violated if 6 consecutive bits with the same
polarity are detectedpolarity are detected

Bit ErrorBit Error
Node detects a signal on the bus that is opposite of what it sentNode detects a signal on the bus that is opposite of what it sent
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CAN Protocol Overview:
Error Frame

CAN Protocol Overview:CAN Protocol Overview:
Error FrameError Frame

An Error Frame will be generated when a
node detects one of the many types of errors
defined by CAN

An Error Frame will be generated when aAn Error Frame will be generated when a
node detects one of the many types of errorsnode detects one of the many types of errors
defined by CANdefined by CAN

Error
Flag

6

Superposition of
Error Flags

6-12 bits

Error
Delimiter
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CAN in ActionCAN in ActionCAN in Action
Sending and Receiving MessagesSending and Receiving MessagesSending and Receiving Messages
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CAN in action:
How does a node determine which

messages to act on?

CAN in action:CAN in action:
How does a node determine whichHow does a node determine which

messages to act on?messages to act on?

Each node has “Filter” Registers
Identifier fields of incoming messages are
compared to these Filter Registers to
determine if an action is required

Each node has Each node has “Filter” Registers“Filter” Registers
Identifier fields of incoming messages areIdentifier fields of incoming messages are
compared to these Filter Registers tocompared to these Filter Registers to
determine if an action is requireddetermine if an action is required
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Transmit Assembly Registers

Identifier bits Data bits

CAN Protocol Engine
- Start/stop bits
- CRC Checking
- Message Arbitration

Transmit Assembly
Registers typically
reside in the
CAN controller

Bus Transceiver

CAN Bus

CAN in action:
Sending a Message

CAN in action:CAN in action:
Sending a MessageSending a Message

Messages
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Transmit Assembly Registers

Identifier bits Data bits

CAN Protocol Engine
- Start/stop bits
- CRC Checking
- Message Arbitration

Bus Transceiver

The ‘Go’ command is given
and the assembled 
message is given to the 
protocol engine which is 
part of the CAN 
controller hardware 

CAN in action:
Sending a Message

CAN in action:CAN in action:
Sending a MessageSending a Message

Transmit Assembly
Registers typically reside
in the
microcontroller

CAN Bus

Messages
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Transmit Assembly Registers

Identifier bits Data bits

CAN Protocol Engine
- Start/stop bits
- CRC Checking
- Message Arbitration

These are typically 
generated (loaded) by the 
microcontroller

Bus Transceiver

CAN in action:
Sending a Message

CAN in action:CAN in action:
Sending a MessageSending a Message

The ‘Go’ command is given
and the assembled 
message is given to the 
protocol engine which is 
part of the CAN 
controller hardware 

The assembled message is
transmitted onto the bus

CAN Bus

Messages
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CAN Protocol Engine
- Error Checking
- CRC Checking

Bus Transceiver

Receive Assembly Registers
Identifier bits Data bits

CAN Bus

The receive assembly 
register captures
every message on the bus

Message Filters

Receive Register

CAN in action:
Receiving a Message

CAN in action:CAN in action:
Receiving a MessageReceiving a Message

Messages
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CAN Protocol Engine
- Error Checking
- CRC Checking

Bus Transceiver

Receive Assembly Registers
Identifier bits Data bits

CAN Bus

The receive assembly 
register captures
every message 

Message Filters

Receive Register

CAN in action:
Receiving a Message

CAN in action:CAN in action:
Receiving a MessageReceiving a Message

The protocol engine checks
for errors and allows
message to pass if valid

Messages
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CAN Protocol Engine
- Error Checking
- CRC Checking

Filters are typically 
programmed into the 
CAN controller

Bus Transceiver

Receive Assembly Registers
Identifier bits Data bits

CAN Bus

The receive assembly 
register captures
every message 

Message Filters

Receive Register

CAN in action:
Receiving a Message

CAN in action:CAN in action:
Receiving a MessageReceiving a Message

The protocol engine checks
for errors and allows
message to pass if valid

Messages
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CAN Protocol Engine
- Error Checking
- CRC Checking

Filters are typically 
programmed into the 
microcontroller

Bus Transceiver

Receive Assembly Registers
Identifier bits Data bits

CAN Bus

The receive assembly 
register captures
every message 

Message Filters

Receive Register

CAN in action:
Receiving a Message

CAN in action:CAN in action:
Receiving a MessageReceiving a Message

The protocol engine checks
for errors and allows
message to pass if valid

Messages

The microcontroller can
now act on the received
message



 © 2004 Microchip Technology Incorporated. All Rights Reserved.   Introduction to Controller Area Network (CAN) 26

CAN in action:
Its not as difficult as it looks!

CAN in action:CAN in action:
Its not as difficult as it looks!Its not as difficult as it looks!

Most aspects of sending or receiving a
message is handled by the protocol engine
Transmitting a message typically requires
only the loading of the identifier and data
bytes - then giving the ‘GO’ command
Receiving a message typically requires
monitoring a status byte or interrupt pin and
then reading the data that has been received

Most aspects of sending or receiving aMost aspects of sending or receiving a
message is handled by the protocol enginemessage is handled by the protocol engine
Transmitting a message typically requiresTransmitting a message typically requires
only the loading of the identifier and dataonly the loading of the identifier and data
bytes - then giving the ‘GO’ commandbytes - then giving the ‘GO’ command
Receiving a message typically requiresReceiving a message typically requires
monitoring a status byte or interrupt pin andmonitoring a status byte or interrupt pin and
then reading the data that has been receivedthen reading the data that has been received
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SummarySummarySummary

CAN is a robust data communications
protocol which is suitable for:

Simple sensor and display applications
Distributing control across the network
System critical applications in automotive and
industrial markets.

CAN is a robust data communicationsCAN is a robust data communications
protocol which is suitable for:protocol which is suitable for:

Simple sensor and display applicationsSimple sensor and display applications
Distributing control across the networkDistributing control across the network
System critical applications in automotive andSystem critical applications in automotive and
industrial markets.industrial markets.
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If you would like to learn more…If you would like to learn more…If you would like to learn more…

Some Industry Groups
CAN In Automation (CIA)  www.can-cia.de
Open DeviceNet™ Vendors Association
www.odva.org
SAE (e.g., J1939)

Some Development Tools
Kvaser AB   www.kvaser.se
Diversified Engineering
www.diversifiedengineering.net

Some Industry GroupsSome Industry Groups
CAN In Automation (CIA)  CAN In Automation (CIA)  www.can-cia.dewww.can-cia.de
Open Open DeviceNetDeviceNet™ Vendors Association™ Vendors Association
www.odva.orgwww.odva.org
SAE (e.g., J1939)SAE (e.g., J1939)

Some Development ToolsSome Development Tools
KvaserKvaser AB    AB   www.kvaser.sewww.kvaser.se
Diversified EngineeringDiversified Engineering
www.diversifiedengineering.netwww.diversifiedengineering.net
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Microchip’s CAN ProductsMicrochip’s CAN ProductsMicrochip’s CAN Products

MCP2515 Stand-alone CAN controller
MCP250xx CAN I/O Expander (four devices)
MCP2551 CAN Transceiver
PIC18CXX8 8-bit MCU with CAN (two devices)
PIC18FXX8 8-bit MCU with CAN (four devices)
PIC18FX680 and PIC18FX585 with ECAN™
technology (four devices)
dsPIC30F601X 16-bit MCU with CAN

MCP2515MCP2515 Stand-alone CAN controller Stand-alone CAN controller
MCP250xxMCP250xx CAN I/O Expander (four devices) CAN I/O Expander (four devices)
MCP2551MCP2551 CAN Transceiver CAN Transceiver
PIC18CXX8 PIC18CXX8 8-bit MCU with CAN 8-bit MCU with CAN (two devices)(two devices)
PIC18FXX8 PIC18FXX8 8-bit8-bit  MCU with CANMCU with CAN (four devices) (four devices)
PIC18FX680PIC18FX680 and  and PIC18FX585 PIC18FX585 withwith  ECAN™ECAN™
technologytechnology (four devices) (four devices)
dsPIC30F601XdsPIC30F601X 16-bit MCU with CAN 16-bit MCU with CAN
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